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Mandate 

To provide quality education, training, research, outreach and 

opportunities for innovation for the advancement of the individual and 

society 

 

Mission 

To generate, disseminate and apply knowledge and skills while 

sustaining excellence in training, research and community outreach for 

sustainable development 

 

Vision 

A world class university that provides quality education, training, 

research, science, technology and innovation for socio-economic 

transformation of society 

 

Philosophy statement 

Pwani University will strive to be creative, dynamic and responsive in 

providing quality education, training, research, innovation and outreach 

opportunities for advancement of the individual and society 

 

Core values 

Integrity, Professionalism, Creativity, Inclusivity 

 

Motto 

Pursuit of Global Excellence (Kulenga Ubora wa Kimataifa) 
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DVDs  Digital Video Discs 
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ICTC  Information and communication Technology Centre 
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IS  Information System 
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IP  Internet Protocol 

IPL  Intellectual Property 
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LCD  Liquid Crystal Display 

MIS  Management Information System 

LAN  Local Area Network 

NAS  Network Attached Storage 

NFS  Network File System 

OIC  Officer in Charge of Campus 

PDAs  Personal Digital Assistant 

PSTN  Packet Switched Telephone Network 
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SSH  Secure Shell 

SANs  Storage Area Networks 

SLA  Service Level agreement 

SQL  Structured Query Language 

Telnet  A terminal emulation program for TCP/IP networks such as the Internet 

TCP  Transmission Control Protocol 

UPS  Uninterrupted Power Supply 

UMIS  University Management Information System 

VPN  Virtual Private Networks 

WAN  Wide Area Network 

Wi-Fi  Wireless Fidelity 

WWW  World wide web 

ZIP  “Zip" is the generic file format of a compressed archive 
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FOREWORD 

As Pwani University pursues "Global Excellence”, the University recognizes that 

Information and Communication Technology (ICT) is no longer merely a support 

tool but a key pillar of creativity, innovation, and socio-economic transformation. 

As the University navigates a rapidly evolving technological landscape, its 

commitment to providing quality education, research, and outreach depends 

heavily on the resilience and integrity of digital infrastructure. 

 

This ICT Policy Handbook (PU/DVCASA/MAN/02) serves as a comprehensive 

blueprint for the design, implementation, and ethical use of the University’s ICT 

resources. It has been reviewed and updated to align with the Pwani University 

Strategic Plan 2023–2027, ensuring that digital governance in the University 

remains responsive to modern challenges. 

 

Key advancements in this edition reflect the University’s proactive posture on 

emerging technologies and legal requirements. Robust frameworks for Artificial 

Intelligence (AI) are integrated hence ensuring its responsible use while 

prohibiting its application in plagiarism or data fabrication. Furthermore, this 

handbook reinforces the University’s’ commitment to the Data Protection Act 

(2019) and national cybersecurity standards, safeguarding the privacy and digital 

assets of every staff member and student. 

 

The effectiveness of this policy relies on a shared culture of responsibility, 

integrity, and professionalism. Adhering to these guidelines will ensure that the 

university’s ICT environment remains secure, reliable, and capable of supporting 

the collective vision of becoming a world-class institution. Let us embrace these 

tools with diligence and foresight as we continue to generate and apply 

knowledge for sustainable development.         

 

Vice Chancellor, 

Pwani University. 
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1. INTRODUCTION 

1.1 Background of the ICT Policy Handbook 

The University has invested in a strong ICT base, which supports teaching, 

learning, research and management.  Pwani University has developed its strategic 

plan for 2017-2027 taking cognizance of the changes in the operating 

environment. In this strategic plan, the University recognizes ICT as key in 

stimulating creativity and innovation in the current highly technologically driven 

environment.  The strategic role of ICT can therefore not be underestimated.  The 

performance and visibility of the University is determined to a great extent by its 

ICT function. 

 

1.2 Basis of the ICT Policy Handbook 

It is against this background that the University has taken the initiative of 

developing and regularly reviewing a blueprint that will guide in the design, 

development, implementation, and effective use of the ICT services and 

resources. Where there is no separate ICT standards document for the University, 

this handbook will serve, alongside other related published documents, as the 

reference document on ICT standards. 

 

1.3 Scope of the University ICT Handbook 

This handbook applies to any person accessing/developing/implementing and/or 

using ICT-based information and ICT resources owned, managed, supported or 

operated by, or on behalf of the University.  This includes all University staff and 

students; any other organization accessing services over the University ICT 

resources; persons contracted to develop, repair or maintain the University’s ICT 

resources; and suppliers of outsourced ICT services.  This handbook applies to 

all ICT equipment, software or other facilities that is owned or leased by the 

University and collaborators. Adherence to this handbook applies to all these and 

other relevant parties. 

 

1.4 Objectives of ICT Policy Handbook 

This handbook seeks to guide designers, developers and users of information and 

ICT resources on appropriate standards to be adopted at the University. Its 

objectives include: 

a) Providing guidance in developing a pervasive, reliable and secure 

communications infrastructure conforming to recognized International 

standards supporting all services in line with the priorities of the University. 

b) Provide a framework for development and management of ICT network 

services that shall ensure the availability, reliability, enhanced 

performance, security, and reduce the cost of running the ICT 

infrastructure. 

c) Establishing information requirements and implement security across the 

University’s ICT infrastructure. 

d) Providing a framework, including guidelines, principles and procedures for 

the development and implementation of Management Information Systems 

in the University. 

e) Guiding the handling of organizational information within the ICT and the 

University as a whole by ensuring compliance with applicable statutes, 

regulations, and mandates for the management of information resources; 
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and thereby establish prudent practices on Internet and the University 

Intranet use. 

f) Upholding the integrity and image of the University through defined standards 

and guidelines for ensuring that the content of the University’s websites is 

accurate, consistent and up to date. 

g) Serving as the direction pointer for the ICT’s mandate in supporting users, 

empowering them toward making maximum use of ICT services and resources 

and specifying the necessary approaches. 

h) Guiding the process of enhancing user utilization of ICT resources through 

training, 

i) Outlining the rules and guidelines that ensure users' PCs and other hardware are 

in serviceable order, specifying best practices and approaches for preventing 

failure. 

j) Providing a paradigm for establishing the University’s database service that will 

support groups working on systems development, production and any other 

groups; and, 

k) Informing departments carrying out projects financed in whole or in part by the 

University, of the arrangements to be made in procuring the goods and services 

for the projects 

1.5 Guidelines of ICT Policy Handbook 

The guidelines contained in this handbook are designed to ensure the secure, ethical, 

and efficient use of all University ICT resources. These guidelines apply to all 

stakeholders, including staff, students, third-party contractors and collaborators. Users 

are expected to maintain the highest standards of integrity and professionalism when 

interacting with the University's digital ecosystem. 

 

1.6 Management of Oversight 

This ICT policy handbook shall be made available to all process owners who utilize 

ICT infrastructure in the University. 

 

1.7 Implementation of the ICT Policy Handbook 

Implementation of this handbook shall be vested in the ICT Committee. 

 

1.8 Validity of ICT Policy Handbook provisions 

The provisions of this handbook become valid with effect from the date the handbook 

is approved by the relevant authorities. 

 

1.9 Revision of ICT Policy Handbook 

This policy shall be reviewed from time to time to incorporate emerging issues but not 

later than every five years. 

 

1.10 Reference Documents  

This handbook is designed to be read in conjunction with relevant national laws and 

international standards. The following documents provide the legal and technical 

framework for the guidelines contained herein: 

1.10.1 National (Kenya) Documents 

a) The Constitution of Kenya (2010): Specifically, Article 31, which enshrines the 

right to privacy as a fundamental human right. 
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b) Data Protection Act (2019): The primary statute governing the collection, 

processing, and storage of personal data in Kenya. 

c) Computer Misuse and Cybercrimes Act (2018): Provides the legal framework for 

the prevention and management of cybercrimes. 

d) National ICT Policy Guidelines (2020): Outlines the government’s vision for a 

digitally empowered nation and standards for public institutions. 

e) National Cloud Policy (2025/2026): Guidelines for data classification and the 

migration of institutional data to secure cloud environments. 

1.10.2 International Standards and Frameworks 

a) ISO/IEC 27001: The international standard for Information Security 

Management Systems (ISMS), defining requirements for security risk 

management. 

b) ISO/IEC 27002: A code of practice for information security controls, providing 

detailed implementation guidance for the controls listed in ISO 27001. 

c) ISO/IEC 42001 (2023): The international standard for Artificial Intelligence 

Management Systems (AIMS), ensuring ethical and secure AI deployment. 

d) ITU-T Recommendations: Global standards for telecommunications and network 

interoperability as defined by the International Telecommunication Union. 

e) NIST Cybersecurity Framework (CSF): A widely adopted framework for 

improving critical infrastructure cybersecurity. 

f) Kenya Artificial Intelligence Strategy (2025-2030) 

1.10.3 Internal University Documents 

a) Pwani University Strategic Plan (2023-2027). 

b) Pwani University Masterplan  
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2. NETWORK DEVELOPMENT AND MANAGEMENT POLICY 

2.1 Introduction 

The information and communication infrastructure at the University has evolved 

into a large, complex network over which the education, research and business of 

the University is conducted.  It is envisaged that the network will integrate various 

communication medium, to form a unified information technology resource for 

the university community. Such a network shall demand adherence to a 

centralized, coordinated strategy for planning, implementation, operation and 

support.  Decentralization is implemented through appropriate University 

structures. 

The University network functions are broken down into the following areas: 

i. University ICT Infrastructure Development 

ii. University Network backbone 

iii. Campus Local Area Networks (LANs) 

iv. Inter-campus connections 

v. Wireless networks 

vi. Virtual Private Networks (VPN) 

vii. Connection to, access and usage of ICT facilities 

viii. New or changed use of ICT equipment 

ix. Monitoring of network performance. 

This therefore requires a policy that secures the future reliability, maintainability 

and viability of this valuable asset. 

2.2 Objectives 

a) To establish a comprehensive and uniform Network Development and 

Management structures for administration of the University ICT 

infrastructure. 

b) To define the arrangements and responsibilities for the development, 

installation, maintenance, use and monitoring of the University's ICT 

networks to ensure that, these networks are adequate, reliable and resilient 

to support continuous high levels of activity. 

2.3 University-wide network  
 

2.3.1 The Network  

The ICT department supports a University-wide network as a basic infrastructure 

service to facilitate the sharing of electronic information and resources among all 

members of the University. This includes all staff and students at the University, 

and other persons engaged in legitimate University business as may be 

determined from time to time. 

 

2.3.2 Universal Availability 

a) The University network is designed and implemented in such a way as to 

serve those located at the University campuses and, to a lesser extent, 

those located elsewhere. 

b) The ultimate goal is that every room in the University in which research, 

teaching, learning or administrative functions take place should be 

connected. Every member of the University should have capability to 

access the University ICT infrastructure. 



15 | P a g e  
 

c) The network forms part of the general fabric or infrastructure of the 

University. 

d) There is one coherent network supporting access to all general 

information services provided to the University members. 

2.3.3 Reliability 

a) High levels of availability, reliability and maintenance are major 

objectives in the construction and operation of the University ICT 

network. 

b) The design and construction of the University network take into account 

emerging technologies and standards wherever possible. 

 

2.4 University ICT Infrastructure Development 
 

2.4.1 Development Plan 

The ICT Department has a rolling five (5) year network development plan, 

advising on appropriate developments aimed at ensuring the adequacy of the 

University’s ICT infrastructure in future.  This plan takes into account of the 

University's strategic plan, usage and demand patterns, technological change, 

security, management and cost implications. 

 

2.4.2 Implementation of New Developments 

a) Prior to installation of the rolled-out situation, major network 

developments are only tested in off-line simulation. 

b) Two months after the live installation of the new development, the 

network provision that is to be replaced, wherever possible, remains in 

place as a "fallback" in the event of any subsequent failure of the new 

development when it is subject to actual user demand. 

 

2.4.3 ICT Network Provision in New and Refurbished Buildings 

a) Network provision for new/refurbished buildings is made in accordance 

with the specifications published from time-to-time by the ICT 

Department 

b) Where the network requirements are of specialized nature the Officer in 

Charge of section/department concerned seeks further guidance from the 

Network Administrator. 

c) All new buildings in the University shall incorporate an appropriate 

structured cabling system to allow connection to the University network. 

2.5 University Network Backbone 
 

2.5.1 Definition 

The University network consists of several parts:  "Backbone” systems, a 

collection of inter-building connections; "Campus LANs," a collection of “inter-

campus" connections; wireless networks (Hotspots); Virtual Private Networks 

(VPN), data centers and campus Network Operation Centers (NOC)." 

 

The University Network Backbone comprises of an inter-building cabling 

system, together with one or more "Gateway” interfaces at each building or in the 

path to each building which connect the Backbone to the network(s) within each 

building. 
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2.5.2 Structure of University Backbone 

a) The University Network Backbone connects, singly or severally, to 

buildings, not to individual departments or sections. 

b) The planning, installation, maintenance and support of the University 

Network Backbone is under the control of the ICT Department. 

c) The Manager, ICT, approves connection to the University Network 

Backbone. 

d) The ICT Department adheres to and maintain copies of all relevant 

networking standards and keeps abreast of national and international 

developments in these standards. 

e) The University Network Backbone at any particular point of time is aimed 

at facilitating the traffic flow between connected buildings or networks. 

 

2.6 Campus LANs 
 

2.6.1 Definition 

The respective network administrator will take responsibility for the Campus 

LANs, namely, the necessary wiring and related equipment within existing 

buildings to allow connection to the LAN gateways. 

 

2.6.2 Structure of Campus LANs 

a) Wherever feasible, the network(s) within each building is arranged so that 

there is a point of connection to the University Network Backbone. In 

cases where it is not possible to establish a single connection, multiple 

building gateways may be installed. 

b) Network protocols used on building networks and communicating 

through the gateway must use approved configuration parameters 

including approved network identifiers. 

c) Building networks connecting to the University network meet overall 

University network security and management requirements. 

d) In cases where there are constraints to connecting any building to the 

University Network Backbone, consultations and subsequent approvals 

by the Manager, ICT are made to allow for alternative configurations. 

 

2.7 Inter-Campus Connections 
 

2.7.1 Definition 

The Inter-campus connections consist of the necessary services and related 

equipment that allow a remote campus or remote university office to access the 

central University backbone. 

 

2.7.2 Structure of lnter-Campus Connection 

a) Wherever feasible, the network(s) within each remote site are arranged so 

that there is one point of connection to the University Network Backbone. 

In cases where it is not possible to establish a single connection, multiple 

Inter-campus connections may be established. 

b) Network protocols used on Inter-campus connections must use approved 

configuration parameters including approved network identifiers. 
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c) Inter-campus links connecting to the University network meet the 

University network security and management requirements. 

 

2.8 Wireless Networks 
 

2.8.1 Definition 

Wireless LAN also known as Hotspot or Wi-Fi are networks rolled out using 

radio waves to provide mobile network access as defined under IEEE 802.11 

protocol. 

 

2.8.2 Wireless Networks Operations 

Installation, configuration, maintenance, and operation of wireless networks on 

any property owned or rented by the University, are the sole responsibility of ICT 

Department.  Any independently installed wireless communications equipment is 

prohibited. 

a) Any request for installation of wireless device must be approved by 

Manager, ICT. 

b) Wireless access points terminate at a point of connection to the University 

Network Backbone. 

c) In cases where it is not feasible to establish a single connection, multiple 

wireless gateways may be installed limited to a maximum of three hops. 

d) Wireless networks connecting to the University network meet overall 

University network security and management requirements including 

approved network identifiers. 

 

2.9 Virtual Private Networks (VPN) 
 

2.9.1 Definition 

Virtual Private Network (VPN) extends the university network across the Internet 

enabling users to send and receive data across shared or public networks as if they 

are directly connected to the University network, while ensuring security and 

applicable policies are observed. 

 

2.9.2 Virtual Private Networks Operations 

Authorized users of the University ICT services are granted rights to use VPN 

connections if they intend to gain access to the University ICT intranet services 

through public networks. 

a) By using the VPN technology users are subject to the same rules and 

policies that apply while on campus. 

b) Users of this service are responsible for procurement and cost associated 

with acquiring basic Internet connectivity, and any related products or 

service. 

c) It is the responsibility of the user with VPN privileges to ensure that 

unauthorized  

d) Users are not allowed access to the University networks through their 

credentials. 

e) All VPN services are to be used solely for the approved University 

business or academic purpose. 

f) All VPN service usage shall be logged and subject to auditing.  
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g) Network protocols used on VPNs and communicating through the 

gateway must use approved configuration parameters including 

approved network credentials. 

 

2.10 Access to ICT Facilities 
 

2.10.1 Communication Rooms, Cabinets and ICT Network Equipment 

a) All communication rooms and cabinets are locked at all times. 

b) Entry to communications rooms and cabinets, and interference with ICT 

network equipment is strictly prohibited. 

c) Other than in an emergency, access to communication rooms, cabinets 

and ICT network equipment are restricted to designated members of staff 

of the ICTC. 

d) Any necessary access must have prior written consent of the Manager, 

ICT. 

 

2.10.2 Access in an Emergency 

a) In the event of a fire or other emergency, security staff and/or staff of 

the Central Services Department and/ or the emergency services may 

enter these areas, without permission, to deal with the incident(s). 

b) Where ICT network equipment is housed in rooms used for other 

purposes the arrangements for access by the other user of the room shall 

require prior written consent of the Manager, ICT. 

c) This consent shall specifically exclude access by the other user to any 

communications cabinets or ICT network equipment located in the 

shared room 

 

 2.10.3 Contractors 

a) Contractors providing ICT network services must obtain the prior 

approval of the Manager, ICT and shall obtain the appropriate 

authorization in compliance with procedures and regulations of the 

University security system. 

b) Contractors shall observe any specific access conditions, which apply 

within the areas in which they will be working.  These access conditions 

include, in all cases, that appropriate University ICT personnel shall 

accompany contractors working in main server rooms.  

 

2.10.4 Installation of Cabling 

All installations and changes of electrical power cabling in facilities housing ICT 

equipment are approved and managed by the Registrar (AFP) in consultation with 

the Manager, ICT in writing. 

 

2.10.5 Installation of Equipment 

The specification(s) of any equipment to be installed in communications rooms 

and cabinets and the installation of such equipment, require the prior written 

consent of the Manager, ICT. 
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2.10.6 Network Equipment 

a) Only designated members of the staff of ICT are authorized to install and 

maintain active network equipment including hubs, switches and routers 

connected to the University's ICT networks. 

b) Where the Manager of ICT agrees that academic staff or the ICT 

Department's technical staff may install and maintain hubs and switches 

within local staff or student networks, such permission in every case 

specifically exclude the point at which these hubs and switches connect 

to the University's network infrastructure. 

 

2.11 Connection and Usage of lCT Facilities 
 

2.11.1 Connecting to the ICT Network 

a) All connections to the University's ICT networks must conform to the 

protocols defined by the ICT Department and with the requirements that 

apply to Internet Protocol (IP) addresses. 

b) Only designated members of staff of the ICT Department, or other staff 

authorized specifically by the Manager of ICT, may make connections of 

desktop services equipment to the ICT network. 

c) Computer workstations connected to the ICT network are not set up to 

offer services to other users, for example, to act as servers, unless the 

prior written consent of the Manager ICT has been obtained.  Such 

consent will normally exclude all external access (stated under paragraph 

2.12.2 below) 

 

2.11.2 External Access to Servers on the Backbone Network 

 

Definition 

External access means access by persons external to the University; access to the 

backbone network from external locations.  The following shall apply with 

respect to external access: 

a) Where specific external access is required to servers on the backbone 

network, the Manager ICT ensures that this access is strictly controlled 

and limited to specific external locations or persons. 

b) The ICT Manager will monitor compliance with access arrangements as 

stipulated in this ICT handbook and the relevant ICT Security Policy on 

Server Security issued by the University from time to time. 

c) Abuses of or failure to comply with these arrangements shall result in 

immediate restriction or disconnection from the network. 

 

2.11.3 Domain Name Services 

All Domain Name Services (DNS) activities hosted within the University are 

managed and monitored centrally, for the whole University, by the ICT 

Department. 

 

2.11.4 Electronic Mail 

Electronic mails or emails are received and stored on central servers managed by 

the ICT Department from where it can be accessed or downloaded by individual 

account holders. 
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2.11.5 Suspension and/or Termination of Access to ICT Networks 

a) A user's access to the University's ICT networks will be revoked automatically: 

i. at the end of studies, employment or research contract. 

ii. at the request of the Registrar (ASA) and/ or Head of Human Resource. 

iii. where there is a breach of these regulations 

b) The University reserves the right to revoke a user’s access to the University's 

ICT network where the user is suspended pursuant to a disciplinary 

investigation. 

c) The Registrar AFP /ASA will establish mechanisms to ensure that changes in 

employment/ student status are communicated immediately to the Manager 

ICT so that their network access and e-mail accounts can be suspended or 

deleted as appropriate immediately. 

 

2.11.6 Additional or Changed Equipment 

a) The Manager ICT is advised in advance and at the earliest opportunity, of any 

plan to add items of desktop service equipment, replace or relocate desktop 

equipment that are connected or require connection to the University's ICT 

network. 

b) The Manager ICT assess’ the likely impact on the University’s ICT networks 

of the proposed change.  The Manager ICT gives approval for the proposed 

change only where appropriate adjustments can be made to accommodate any 

effects on network traffic that this change may cause. 

 

2.12.7 External Data Communications 

a) All external data communications are channeled through university 

approved links. 

b) No external network connections are made without the prior written consent 

of the Manager, ICT. 

c) The installation and use of leased or private links on premises owned, 

managed or occupied by the University requires the prior written consent 

of the Registrar AFP. 

a) d)  The use of modems, leased or other means of access to other networks 

on equipment located on premises that are owned, managed or occupied by 

the University linked to the University ICT network infrastructure, is 

prohibited, unless a proposal and justification for such connection has been 

authorized in writing by the Manager, ICT. 

 

2.11.8 Web Cache Provision 

a) The ICT Department is responsible for provision and management of 

University web cache facilities for incoming web traffic. 

b) All web access is set up to ensure use of the University’s web cache facility 

for incoming web traffic under the ICT Internet Usage Policy. 

 

2.11.9 Web Filtering 

The Manager, ICT is responsible for the implementation of appropriate filtering 

facilities for web-based and non-web Internet traffic. This includes MP3, MP4 traffic 

and other high bandwidth intensive services that may not have direct educational or 

research value, where and when necessary, in conformity with the ICT Handbook and 

relevant ICT guidelines that promote efficient and high availability of Internet services 

to the majority of users. 
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2.12 New or Changed Use of ICT Equipment 

a) The Manager, ICT shall be informed in advance of any plan that involves a 

new use, a change of use or addition to the University’s ICT networks that 

might impact on the performance or security of the network. 

b) The Manager, ICT shall assess the likely impact of the proposed use and 

will advise on the consequential impact upon the performance of the 

University’s ICT network.  The Manager, ICT, shall effect such changes 

after approval. 

2.13 Monitoring of Network Performance 

The Network Administrator, ICT Department monitors and documents University ICT 

Network performance and usage and shall maintain regular monthly reports. 
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3. ICT SECURITY AND INTERNET POLICY 
 

3.1 Definitions of terms 

a) Spam - Unauthorized and/or unsolicited electronic mass mailings 

b) Port scanning- Attempting to learn about the weaknesses of a computer or a 

network device by repeatedly probing it with a series of requests for 

information. 

c) Network sniffing -Attaching a device or a program to a network to monitor and 

record data traveling between computers on the network. 

d) Spoofing -The deliberate inducement of a user or a computer device to take an 

incorrect action by Impersonating, mimicking, or masquerading as a legitimate 

source.  

e) Denial of Service-Procedures or actions that can prevent a system from 

servicing normal and legitimate requests as expected. 

f) Ping attack - A form of a denial-of-service attack, where a system on a network 

is "pinged," that is, receives an echo-request, by another system at a fast-

repeating rate thus tying up the computer so no one else can contact it. 

 

3.2. General use and ownership policy 
 

3.2.1 Roles 

a) While the ICT Department is committed to the provision of a reasonable level 

of privacy, the ICT Department shall not guarantee confidentiality of personal 

information stored or transmitted on any network or device belonging to the 

University. The data created and transmitted by users on the ICT systems shall 

always be treated as the property of the University. 

b) The ICT Department protects the University's network and the mission-critical 

University data and systems. 

c) The ICT Department shall not guarantee protection of personal data residing on 

University ICT infrastructure. 

d) Users shall exercise good judgment regarding the reasonableness of personal 

use of ICT services.  

e) They shall be guided by ICT policies concerning personal use of ICT Internet, 

Intranet or extranet systems.  In the absence of or uncertainty in such policies, 

they shall consult the relevant ICT staff. 

f) For security and network maintenance purposes, authorized staff within the ICT 

Department monitor equipment, systems and network traffic at any time as 

provided for in the network and development policy. The ICT Department 

reserve the right to audit networks and systems on a periodic basis to ensure 

compliance with this ICT Handbook. 

 

3.2.2 Securing confidential and proprietary information 

a) University data contained in ICT systems is classified as confidential or non-

confidential. 

b) Examples of confidential information include but are not limited to payroll data, 

human resource data and research data.  Employees shall take all necessary steps 

to prevent unauthorized access to confidential information 

c) Users shall keep passwords secure and shall not share accounts.  Shared 

accounts are prohibited. Authorized users are responsible for the security of 

their passwords and accounts. System level passwords shall be changed on a 
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monthly basis; user level passwords shall be changed at least once every six (6) 

months. 

d) All PCs, laptops and workstations shall be secured with a password-protected 

screensaver with the automatic activation feature set at 10 minutes or less, or by 

logging-off when the host is unattended. 

e) Postings by users from the University email address to newsgroups shall contain 

a disclaimer stating that "The opinions expressed are strictly the user’s and not 

necessarily those of the University, unless posting is in the course and within 

the scope of official duties.  

f) All hosts connected to the University Internet, intranet or extranet, whether 

owned by the user or the University are at all times be required to execute 

approved virus-scanning software with a current virus database. 

g) The user shall exercise caution when opening e-mail attachments received from 

unknown senders, which may contain viruses, e-mail bombs, or Trojan horse 

code.  

 

3.3 Conditions of Use of Computing and Network Facilities 
 

3.3.1 Unacceptable System and Network Activities 

a) The following activities are strictly prohibited, with no exceptions: 

b) Violations of the rights of any person or company protected by Kenya’s 

copyright, trademark, patent, or other intellectual property (IP) law and the 

University's Intellectual 

c) Property Policy, other relevant policies, or the University's code of conduct. 

d) Introduction of malicious programs into the network or server, for instance 

viruses, worms, Trojan horses or e-mail bombs. 

e) Sharing of the University user accounts and passwords; users shall take full 

responsibility for any abuse of shared accounts 

f) Using the University computing resources to actively engage in promoting or 

transmitting material that could amount to sexual harassment or constitute 

creation of a hostile work environment. 

g) Making fraudulent offers of products, items, or services originating from any of 

the University’s account. 

h) Causing a security breach or disruptions of network communication.  Security 

breaches include, but are not limited to, accessing data of which one is not an 

intended recipient or logging onto a server that one is not expressly authorized 

to access, unless this is within the scope of regular duties.  For purposes of this 

section, “disruption” includes, but is not limited to, network sniffing, pinged 

attacks, packet spoofing, denial of service, and forged routing information for 

malicious purposes. 

i) Port scanning or security scanning, unless prior notification is made to ICT 

Department management. 

j) Executing any form of network monitoring, which will intercept data, not 

intended for the originator's host computer, unless this activity is part of an 

employee's normal job or duty. 

k) Circumventing user authentication or security of any host, network or account. 

l) Interfering with or denying service to other network users, also known as denial-

of-service attack. 
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m) Using any program, script or command, or sending messages of any kind, with 

the intent to interfere with, or disable, another user’s terminal session, via any 

means, locally or via the Internet, intranet or extranet. 

n) Using the University network or infrastructure services, including remote 

connection facilities, to offer services to others within or outside the University 

premises on free or commercial terms.  

 

3.3.2 Wireless Network Users Responsibilities 

a) Any person attaching a wireless device to the University network is responsible 

for the security of the computer device and for any intentional or unintentional 

activities arising through the network pathway allocated to the device 

b) The University accepts no responsibility for any loss or damage to the user 

computing device because of connection to the wireless network 

c) Users shall ensure that they run up to date antivirus, host firewall and anti-

malware software, and that their devices are installed with the latest operating 

system patches and hot fixes 

d) Users shall authenticate on the wireless network for every session 

e) Wireless network users shall ensure that their computer systems are properly 

configured and operated so that they do not cause inconveniences to other 

University network users’ Wireless network is provided to support teaching, 

research or related academic activities at the University. 

f) Use of the University wireless network services for other purposes is prohibited 

g) Wireless network users shall get their network addresses automatically; a valid 

network address is granted when connected. 

h) Use of other network addresses is prohibited. 

 

3.3.4 Appropriate Use of Electronic Mail 

Electronic mail and communications facilities provided by the University are intended 

for teaching, learning, research, outreach and administrative purposes. Electronic mail 

may be used for personal communications within appropriate limits.  

 

3.3.5 Appropriate Use and Responsibility of Users 

i. Users shall explicitly recognize their responsibility for the content, 

dissemination and management of the messages they send. This responsibility 

means ensuring that messages: 

ii. Are courteous and polite. 

iii. Are consistent with University policies. 

iv. Protect others" right to privacy and confidentiality. 

v. Do not contain obscene, offensive or slanderous material. 

vi. Are not used for purposes that conflict with the University's interests. 

vii. Do not unnecessarily or frivolously overload the email system (e.g.  spam and 

junk mail). 

viii. Do not carry harmful content, such as Viruses 

ix. Are not for commercial purposes 

 

3.3.5 Confidentiality and Security 

i. Electronic mail is inherently NOT SECURE. 

ii. As the University networks and computers are the property of the University, 

the University retains the right to allow authorized ICT Department officers to 

monitor and examine the information stored within.  It is recommended that 



25 | P a g e  
 

personal confidential material is not stored on or sent through University ICT 

infrastructure.  Users must ensure integrity of their password and abide by 

University guidelines on passwords. 

iii. Sensitive confidential material shall NOT be sent through electronic mail unless 

it is encrypted. 

iv. Confidential information is redirected only where there is a need and with the 

permission of the originator, where possible. 

v. Users shall be aware that a message is not deleted from the system until all 

recipients of the message and of any forwarded or attached copies have deleted 

their copies. 

 

3.3. User Indemnity 

Users agree to indemnify the University for any loss or damage arising from use of 

University's email. 

 

3.3.1 Limited Warranty 

The University takes no responsibility and provides no warranty against the non-

delivery or loss of any files, messages or data nor does it accept any liability for 

consequential loss in the event of improper use or any other circumstances. 

 

3.4 Bring Your Own Device (BYOD) 

a) Employees who prefer to use their personally owned ICT equipment for work 

purposes must secure corporate data to the same extent as on corporate ICT 

equipment and must not introduce unacceptable risks (such as malware) onto 

the Corporate networks by failing to secure their own equipment. ICT technicians 

will be expected to assess the device using FORM/011 as indicated in Appendix VIII 

b) BYOD users must use appropriate forms of user authentication approved by 

Information Security, such as user IDs, passwords and authentication devices. 

c) The following classes or types of corporate data are not suitable for BYOD and 

are not permitted on. PODS (Portable on Demand Storage): 

i. Anything classified SECRET or CONFIDENTIAL. 

ii. Other currently unclassified but highly valuable or sensitive corporate 

information which is likely to be classified as SECRET or above. 

iii. Large quantities of corporate data (i.e.  greater than 1 GB in aggregate 

on any one 

a) The University has the right to control its information. This includes the right 

to backup, retrieve, modify, determine access and/ or delete corporate data 

without reference to the owner or user of the device. 

b) The University has the right to seize and forensically examine any device within 

the University premises believed to contain, or to have contained, corporate data 

where necessary for investigatory or control purposes. 

c) Suitable antivirus software must be properly installed and running on all 

devices. 

d) Device users must ensure that valuable corporate data created or modified on 

the devices are backed up regularly, preferably by connecting to the corporate 

network and synchronizing the data between the device and a network drive or 

on removable media stored securely. 

e) Any device used to access, store or process sensitive information must encrypt 

data transferred over the network (e.g. using SSL or a VPN) 



26 | P a g e  
 

f) Since ICT User support does not have the resources or expertise to support all 

possible devices and software, devices used for BYOD will receive limited 

support on a "best endeavors" basis for academic purposes only. 

g) While employees have a reasonable expectation of privacy over their personal 

information on their own equipment, the University’s right to control its data 

and manage devices may occasionally result in support personnel 

unintentionally gaining access to their personal information. To reduce the 

possibility of such disclosure, device users are advised to keep their personal 

data separate from University data on the device in separate Menageries, clearly 

named (e.g.  "Private" and “BYOD"). 

h) Take care not to infringe other people's privacy rights, for example do not use 

devices to make audio-visual recordings at work. 

 

3.5 Password Policy 
 

3.5.1 Rules                

a) All system-level passwords such as root, enable, Windows server 

administration, application administration accounts, shall be changed at least 

once every three months. 

b) All user-level passwords such as email, web, and desktop computer shall be 

changed at least once every six (6) months.  

c) User accounts that have system-level privileges granted through group 

memberships or programs such as "sudo” shall have passwords distinct from all 

other accounts held by such users. 

d) Passwords shall not be inserted into email messages or other forms of electronic 

communication.   

e) All passwords shall be treated as sensitive, confidential University information. 

f) Users shall not share the University passwords with anyone, including 

administrative assistants or secretaries.  

g) Users shall not use the “Remember Password" feature of applications like 

Eudora, Outlook, and Netscape Messenger. 

h) Users shall not write passwords down and store them anywhere in their offices. 

i) Where an account or password is suspected to be compromised the affected 

passwords shall be changed immediately. 

j) The ICT Department shall be alerted immediately to investigate the incident, if 

it affects critical University information systems or processes. 

k) As a proactive defense procedure, password cracking or guessing tools may be 

performed on a periodic or random basis by the relevant ICT staff. If a password 

is guessed or cracked during one of these scans, the affected user shall be 

required to change the password immediately. 

 

3.6 Server Security           

                                             

3.6.1 Ownership and Responsibilities 

Any server deployed on the University ICT network shall have an operational group 

that shall be responsible for its system administration. Operational groups monitor 

configuration compliance and implement an exception policy tailored to their 

environment.  Each operational group establishes a process for changing the 

configuration guides; if the server is executing critical University systems this shall 

involve a final review and approval by the Manager, ICT. 
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a) All servers are registered with the ICT Department. At a minimum, the 

following information is forwarded: 

i. Contacts of the System administrator 

ii. Physical location of the server 

iii. Hardware and Operating System version in use 

iv. Description of functions and applications of the server 

b) Configuration changes for servers shall follow the appropriate change 

management procedures. 

 

3.6.2 Monitoring 

a) All security-related events on critical or sensitive systems are logged and audit 

trails backed- up in all scheduled system backups. 

b) Security-related events are reported to the ICT Information Security Officer, 

who shall review logs and report incidents to the Manager ICT. Corrective 

measures are prescribed as needed.  Security related events include, but are not 

limited to: 

i. Port-scan attacks 

ii. Evidence of unauthorized access to privileged accounts 

iii. Anomalous occurrences that are not related to specific applications on 

the host. 

 

3.7 Audit of the ICT Security and Internet Policy 

For performing an audit, any access needed is provided to members of the University 

ICT audit team when requested. This access includes: 

a) User level and/or system level access to any computing or communications 

device. 

b) Access to information (such as electronic or hardcopy) that may be produced, 

transmitted or stored on the University ICT infrastructure. 

c) Access to work areas such as computer laboratories, offices, cubicles, or storage 

areas. 

d) Admission to interactively monitor and log traffic on the University ICT 

networks. 

 

3.8 Internal Computer Laboratory security 
 

3.8.1 Ownership Responsibilities 

a) All the University units that own or operate computer laboratories shall appoint 

officers, designated as Computer Laboratory Administrators, who shall take 

charge of their computer laboratories. A Computer Laboratory Administrator 

shall be responsible for the day-to-day running of a Computer Laboratory and 

shall be the Point of Contact (POC) for the ICT Department on all operational 

issues regarding the Laboratory. Heads of units shall formally inform the ICT 

Department of the names and contacts of their computer Laboratory 

Administrators. 

b) Computer Laboratory Administrators are responsible for the security of their 

laboratories and their impact on the University network, or any other network. 

They shall be responsible for overseeing adherence to this policy and associated 

processes. 

c) Computer Laboratory Administrators are responsible for the Laboratory's 

compliance with all the University ICT policies. 
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d) Computer Laboratory Administrators are responsible for controlling access to 

their computer laboratories; they ensure that only legitimate users can gain 

access to laboratory resources. 

e) The ICT Department reserves the right to interrupt laboratory connections if 

such connections are viewed to impact negatively on the ICT infrastructure or 

pose a security risk. For this purpose, Computer Laboratory Administrators 

shall be available round-the-clock for emergencies, otherwise actions shall be 

taken without their involvement. 

f) Any University unit that wishes to add an external connection to their Computer 

Laboratory whilst the laboratory is connected to the University network shall 

provide a diagram and documentation of the proposed connection to the ICT 

Department with adequate justification. The ICT Department shall study such 

proposals for relevance, review it for any security concerns, and must approve 

before implementation is allowed to proceed. 

g) No computer laboratory shall replicate the core production services offered by 

the ICT Department. 

h) Production services are defined as all shared critical services running over the 

University ICT infrastructure that generate revenue streams or provide customer 

capabilities.  These services shall include, but shall not be limited to, World 

wide web (WWW) proxy services, E-mail services, Web hosting and FTP 

services. 

i) The ICT Department shall address non-compliance waiver requests on a case-

by-case basis and approve waivers if justified. 

 

3.8.2 General Configuration Requirements 

a) All traffic between the production networks (networks connecting servers that 

run critical University systems) and computer laboratories goes through 

screening firewalls.  Computer laboratory network devices (including wireless) 

shall nor cross-connect a laboratory to a production network, circumventing 

screening firewalls. 

b) Computer laboratories are prohibited from engaging in port scanning, network 

auto- discovery, traffic spamming or flooding, and similar activities that may 

negatively impact on the overall health of the University network and/ or any 

other network.  The general use and ownership policy shall apply. 

c) In computer laboratories where non-University users are allowed access (such 

as computer training laboratories), direct connectivity to the University 

production network from such laboratories is prohibited.  In addition, no 

University confidential information shall reside on any computing equipment 

located in such laboratories. 

 

3.9 Anti-Virus 

a) All Computers connected to the University ICT network run the University 

standard supported antivirus software and shall be configured to perform daily 

full-system and on-access scans. 

b) Anti-virus software and the virus pattern files are kept up to date always through 

scheduled daily automatic updates.  

c) Computer Laboratory Administrators and owners of computers, in consultation 

with the relevant ICT Department personnel are responsible for executing 

required procedures that ensure virus protection on their computers. Computers 
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are first being verified as virus-free before being allowed to connect to the 

University network. 

d) Once discovered, any virus-infected computer shall be removed from the 

University network until it is verified as virus-free. 

 

3.10 Virtual Private Network 

a) Authorized users of University ICT services are granted rights to use VPN 

connections if they intend to gain access to the University ICT network services 

while outside the University premises. 

b) All VPN access is strictly controlled, using either a one-time password 

authentication or a strong passphrase. 

c) When actively connected to the corporate network, VPNs will force all traffic 

to and from the PC over the VPN tunnel; all other traffic shall be dropped. 

d) All computers connected to the University's internal networks via VPN use the 

most up to date antivirus and anti-malware software that is the corporate 

standard, by using VPN technology with personal equipment, users must 

understand that their machines are a de facto extension of the University's 

network; these machines must be configured and used in compliance with this 

ICT policy. 

e) VPN users shall automatically be disconnected from the University's network 

after thirty minutes of inactivity and the user required to logon again to 

reconnect back to the network. Pings or other artificial network processes to 

keep the connection open indefinitely are prohibited. 

 

3.11 Physical Security 
 

3.11.1 Required Physical Security 

a) Secure marking:  All University computer hardware shall be prominently 

marked, by either branding or etching, with the name of the University unit and 

name of office or computer laboratory where the equipment is normally located. 

b) Locking of personal computer (PC) cases:  PCs fitted with locking cases shall 

be kept locked at all times. 

c) Sitting of computers: Wherever possible, computer equipment is kept at least 

1.5 meters away from external windows in high-risk situations. 

d) Opening windows: All opening windows on external elevations in high-risk 

situations shall be fitted with permanent grills. 

e) Blinds: All external windows to rooms containing computer equipment at 

ground floor level or otherwise visible to the public shall be fitted with window 

blinds or obscure filming. 

f) Door specification:  All doors giving access to the room or area with computer 

equipment both from within and outside the building, shall be, as a minimum, 

be fitted with supplementary metal grills. 

g) Intruder alarm: Rooms and buildings incorporating high-density computer 

equipment shall have intruder alarm detection equipment installed. 

h) Location of intruder alarms:  Detection devices shall be located within the room 

or area and elsewhere in the premises to ensure that unauthorized access to the 

room or area is not possible without detection.  This shall include an assessment 

as to whether access is possible via external elevations, doors, windows and 

roof. 



30 | P a g e  
 

i) Detection device test:  A walk test of movement detectors is undertaken on a 

regular basis in order to ensure that all PCs are located within the alarm-

protected area. This is necessary due to the possible ongoing changes in the 

position of furniture, screens and partitions, which may seriously impede the 

field of cover provided by existing detection devices. 

j) Alarm confirmation:  Visual or audio alarm confirmation shall be provided for 

all conventional detection within the premise. 

 

3.11.2 Computer Server Rooms 

a) Computer servers are housed in a room built and secured for the purpose. 

b) The computer server rooms shall contain an adequate air conditioning system 

in order to provide a stable operating environment and to reduce the risk of 

system crashes due to component failure. 

c) No water, rainwater or drainage pipes shall run within or above computer server 

rooms to reduce the risk of flooding. 

d) Where possible the floor within the computer suite shall be a raised false floor 

to allow computer cables to run beneath the floor and reduce the risk of damage 

to computer equipment in the case of flooding. 

e) Power feeds to the servers are connected through uninterrupted power supply 

(UPS) and surge protector equipment to allow the smooth shutdown and 

protection of computer systems in case of power failure. 

f) Where possible generator power shall be provided to the computer site to help 

protect the computer systems in the case of a mains power failure. 

g) Access to the computer server rooms is restricted to authorized University staff 

only. 

h) All non-ICT Department staff working within the computer server room shall 

be supervised at all times and the ICT management shall be notified of their 

presence and provided with details of all work to be carried out, at least 24 hours 

in advance of its commencement. 

 

3.11.3 Access Control 

a) The System Administrator in charge of a particular system is the only authorized 

person to assign system, network or server passwords for relevant access to the 

system. 

b) The System Administrator is responsible for maintaining the integrity of the 

system and data, and for determining end-user access rights. 

c) All supervisor passwords of vital network equipment and of those critical ICT 

Department servers are recorded in confidence with the Manager, ICT, and the 

record safely stored under lock and key for emergencies. 

d) System audit facilities are enabled on all systems to record all log-in attempts 

and failures, and to track changes made to systems. 

 

3.12 Systems Backup 
 

3.12.1 Responsibility 

All ICT Department sections that operate key University systems shall formulate and 

implement systematic schedules for performing regular backups on the systems in their 

custody.  The following cadre of staff shall carry full responsibility with regard to data 

backup implementation:  The System Administrators, Network Administrator, Web 

Administrator and Database Administrators or its equivalent.  The responsible staff 
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shall arrange to perform backups as scheduled at all times.  The System Administrator 

shall be the principal back-up custodian.  Back-ups of critical systems shall be 

documented with the ICT security office and handed over for safekeeping.  All 

responsible shall take necessary measures to ensure integrity, confidentiality and 

reliability of the back-ups. 

 

3.12.2 Backup Window 

Backups for online systems shall be carefully scheduled so as to diminish any perceived 

degradation on system performance. Hence, back-up windows shall be scheduled at 

specific times of the day where the most minimal interruption on system services is 

likely. As a rule of thumb, all major backups shall be scheduled to run at night or during 

weekends; times when demand for system services is expected to be generally low. 

 

3.12.3 Verification 

There shall be a regular audit of all backup media. It is recommended that this exercise 

be carried out at least once every three months. A complete set of backup media shall 

be restored, on a temporary location, and then inspected for accurate data 

reconstruction. A report on the outcome of the audit shall be generated and recorded in 

the backup inventory form in Appendix X. 

       

3.12.4 Storage 

a) Removable backup media are stored in a locked fireproof safe within an access-

controlled room. 

b) A complete copy of the current removable backup set should be moved to secure 

offsite storage once every month. 

 

3.12.5 Data Restoration Procedures 

All step-by-step procedures needed in order to achieve complete data reconstruction 

and resumption of system operations from backups shall be documented.  A hard copy 

of this document shall be filed in the back-up inventory file. 

 

3.12.6 Backup Plans 

Back-up plans, with the schedule of the general regular backup pattern for the key 

University systems, shall be documented.  The System Administrator shall prepare this 

plan in conjunction with the persons responsible for backups.  The ratified plan shall be 

authorized by the Manager, ICT and filed in the back-up inventory file. Persons 

responsible for back-ups shall carryout all back-ups as scheduled on the backup plan 

but may also stipulate additional event-dependent intervals where necessary. 

 

3.13 Internet Usage 

a) All software used to access the Internet is part of the University standard 

software suite or approved under the ISO standard. 

b) All users should ensure that Internet access software incorporates the latest 

security updates provided by the vendors.  

c) All files downloaded from the Internet shall be scanned for viruses using 

the University’s corporate anti-virus software suite with the latest virus 

detection updates. 

d) All Internet access software is configured to use stipulated gateways, 

firewalls, or proxy servers.  

e) Bypassing any of these servers is strictly prohibited. 
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f) Accessed Internet sites shall comply with the University General Use and 

Ownership Policy. 

g) Internet access traffic through the University ICT infrastructure is subject 

to logging and review. 

h) The University Internet access infrastructure should not be used for 

personal solicitations, or personal commercial ventures.  All sensitive 

University materials transmitted over the Internet shall be encrypted. 

i) Official electronic files shall be subject to the same rules regarding the 

retention of records that apply to other documents and information, or 

records shall be retained in accordance with University records retention 

schedules. 
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4. SOFTWARE DEVELOPMENT, SUPPORT AND USE POLICY 
 

4.1 Definition of Terms 

a) Documentarist- This is the person who prepares and edits all the documents 

needed during the Information System development process. 

b) Feasibility study- The purpose of a feasibility study shall be to define a business 

problem and to decide whether or not a new system is feasible or viable and can 

be secured cost effectively. 

c) Information System (IS): A system can be defined as a set or arrangement of 

things or components so related or connected as to form a whole.  An 

Information System is the system of persons, data record and information in an 

organization used in collecting, filtering, processing, creating, and distributing 

data.  More specifically, an information system should support the day-to-day 

operations, management and decision-making information needs of business 

workers. 

d) Programmer - This is the person who writes computer programs or applications 

aimed at solving a business problem as specified by the Systems Analyst.  

Programmers convert the systems specifications given to them by the analyst 

into instructions the computer can understand.  This is sometimes called coding. 

e) Requirement specification document - This is a document prepared during the 

Analysis phase of IS development.  It outlines the problems identified with the 

existing system and states precisely what is expected of the new or envisaged 

system. 

f) Systems analyst: A systems analyst is a system-oriented problem solver. System 

problem solving is the act of studying a problem environment in order to 

implement corrective solutions that take the form of new or improved systems.  

g) System changeover - This is the process of converting from an existing system 

to a new Information System, including the migration of data and putting in 

place all necessary resources to manage the migration 

h) User Interface - The method by which an operator or user interacts with a 

software program. 

i) Organization chart - is a diagram that shows the structure of an organization and 

the relationships and relative ranks of its parts and positions/jobs. 

j) Stakeholder- Any person, department or organization that has an interest in an 

Information System. 

 

4.2 Introduction 

Information Systems have become a vital part in many organizations as they are used 

to support core functions within organizations. This means that reliability is a key 

component of these Information Systems.  Reliability does not come by coincidence; it 

shall be planned for and incorporated in the entire development process. This means 

that the entire software development process shall be planned for and executed in the 

best way possible using techniques that can be replicated in future projects. 

A good software product should meet the functional, quality and resource requirements 

of the user to acceptable levels without compromise.  In order to achieve this, the 

University and the users shall employ sound software development techniques and 

standards that will ensure that the end product can stand the test of time. 

Once software has been developed and is operational, there is need to ensure that all 

necessary support and use procedures are adhered to. This will ensure that the 

information from the system remains relevant, is accurate and will only be available to 
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authorized persons.  This will also ensure that the integrity of the system is not 

compromised at all times. Users shall be supported at all times as stipulated in this 

policy. 

 

4.3 Policy Objectives 

a) The purpose of this policy is to ensure that the process of software development 

at the ICTC follows the due process right from the planning phase through to 

the implementation stage and that all deliverables at every milestone meet the 

required standards. 

b) This policy also seeks to continually improve on the process of software 

development at the ICTC and ensure that the software products produced meet 

the requirements of the user and are of good quality. 

c) This policy also addresses the need for software support and use of the available 

information to ensure that the integrity of the system is not compromised at any 

time.  The need for ownership of software by users is also addressed to apportion 

responsibility and improve access to this information. 

 

4.4 Software Development Policy Statement 

The Systems Administration section within ICT Department is responsible for 

developing and maintaining university wide administrative and academic systems.  In 

order to provide a standard and reliable support to university community, ICT 

Department has come up with a flexible policy, which will govern system development 

& support in the University. 

 

4.4.1 External ICT Departments: 

MIS section shall provide systems development and support for university's enterprise-

wide applications.  However: 

a) Departments & faculties may be allowed to buy software or customize software 

limited to internal usage. 

b) Departments & faculties planning to buy software will need to acquire pre-

approval for purchase from ICT Department.  ICT Department will need to 

verify if the University already has licenses for the software requested or not.  

In addition, ICT Department will verify if proposed software is compatible and 

conforms to university standard development software/operating systems. 

c) MIS shall not provide any support to any systems built outside of ICT 

Department.  MIS will not accept to inherit any systems developed outside of 

ICT Department or purchased without approval from ICT Department. 

 

4.4.2 Project Planning & Organization 

a) Prior to the computerization or acquisition of any University information 

system, the Manager, ICT in consultation with the relevant authority shall 

constitute an IS project team comprising all the relevant stakeholders. 

b) The Manager, ICT shall appoint a Project Leader for every project. 

c) In case the Project Leader finds that there are some stakeholders that have been 

excluded from the project team then he or she shall make a request to the 

Manager for them to be included. 

d) The DBA shall be part of the project team and shall be responsible for advising 

the team and implementing issues relating to the database management and 

administration. 

e) The Manager, ICT shall ensure that each IS Project has an organization chart. 
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f) The roles and responsibilities of the different persons involved in the project 

development and implementation shall be clearly defined. 

 

4.4.3 Requirements Phase 

a) In this phase of software development, the Systems Analyst shall identify all 

business, functional, constraint and quality (including performance, 

compatibility, usability and security) requirements of the envisaged system in 

consultation with the Stakeholders of the system. 

b) b)  In this phase, the Project Leader shall review the efficiency of the business 

processes to be computerized through re-engineering.  Any recommendations 

that come out of the re-engineering process shall be communicated to the main 

stakeholder and Manager, ICT who shall be responsible in for channeling them 

to the relevant University organs for adoption in the University. 

c) At the end of the requirements phase, the Project Leader will present to the 

stakeholders a requirement specification document. The stakeholders will then 

validate the document to verify that their requirements have been captured 

correctly in accordance with the documentation standards. 

d) The system users shall have reasonable time to review requirements and sign 

the user requirement specification document to indicate concurrence with the 

recorded specifications.  Consequently, the requirements shall remain frozen 

until the system is implemented and deployed to the user department.  In the 

event that certain unforeseen specifications or due to an adverse effect the 

specifications require to be revised, the entire process of system development 

will be restarted. 

 

4.4.4 Design Phase 

The design phase shall have the following sub-phases: 

a) Preliminary design phase - In this phase, the Systems Analyst in conjunction 

with the Project Leader and the Documentarist shall produce a design 

document showing the overall design of the new system. The deliverables in 

this phase shall be a design document. 

b) Main design phase - In this phase, the Systems Analyst in conjunction with the 

Project Leader and the Documentarist shall perform detailed design of the 

functionality of the new system with the aim of establishing complete details 

of all the possible actions and results in the requirements.  This phase shall 

cover input/output design and a logical data model of the envisaged system.  

The deliverable in this phase shall be a Design or Functional Specification 

document and the User Interface Design. 

c) Review or Validation Phase:  in this phase, the Project Leader in consultation 

with the Stakeholders shall review and validate the design documents and 

make any changes as recommended or appropriate. The result of this phase 

shall be validated design documents. 

 

4.5.5 Monitoring and Evaluation 

a) The Project Leader shall put in place modalities for ensuring that the system 

developed is reviewed  

b) After every six months or such a time deemed fit to find out if the System is 

still fulfilling the user requirements, and if not, appropriate actions taken to 

ensure that the System meets the ever-changing user needs. 
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b) A system that is too costly to maintain, does not meet user requirements or is 

deemed to be obsolete shall be retired after consultation with all stakeholders. 

 

4.5 MIS Support and Use 
 

4.5.1 Technical Support 

The Manager, ICT shall ensure that every project has alternatives for staff that provide 

essential support service to guarantee that services are provided even in the absence 

these staff members.  This is important for the continuity of systems and the avoidance 

of over-dependence on one staff member whose absence can disrupt user services. 

 

4.5.2 User Requests 

All user requests for data or service by the users or stakeholders of any MIS system 

shall be channeled through the Manager, ICT or such other approved communication 

channel. 

 

4.5.3 Response to Requests 

This shall be done as per the ICT Department service charter 

 

4.5.4 Data Collection and Updates 

All users shall be responsible for collecting, updating, validating and verifying all data 

required by all Information Systems in their custody.  In exceptional cases of 

emergency or data migration, ICT staff may be called upon to offer support, in such 

cases the system data owner shall validate the migrated data within a reasonable time 

and in any event not exceeding three months. 

 

4.5.5 Tracing Data Update 

Transactions shall be made traceable through the system by use of audit trails. 

 

4.5.6 Project Team for Each System 

a) For each MIS project, there shall be an ICT Project Team whose composition 

shall be determined by the ICT Manager. 

b) There shall be functional meetings for each MIS regularly at least one every 

quarter. 

 

4.6 System Ownership 

The user department shall take ownership of the system and shall be responsible for the 

daily operation of the system. 

 

4.7 Accessibility to Information Systems 

This is done as per the ICT Department service charter. 
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5. USER SUPPORT SERVICES POLICY 
 

5.1 Definition of Terms 

a) ICT project.  Any ICT work or undertaking should have a clear beginning and 

end, and is intended to create or deploy ICT technology, product, knowledge or 

service. 

b) Basic Operation Unit (BOU): A laboratory with or more computers used by 

academic, non-teaching staff or students for general use, research, in a 

classroom setting and operated by an autonomous Department, School, Faculty, 

Institute, Centre or other Unit of the University. 

c) Hardware: All University-owned computer and peripheral equipment (such as 

printers, scanners, CD-ROMS (Read only memory compact discs, network 

cards and multimedia equipment. 

d) Tools and equipment: The stock of shared tools maintained both centrally at 

ICT Centre and within individual campuses for use by the support personnel. 

e) ICT user support services:  ICT services directed at ICT users to enable them 

effectively exploit ICT technologies, products and services available at the 

University. These shall mean all activities, carried out by the support personnel 

involving setup, creation, procurement and acquisition, installation and 

deployment, repair and training on ICT products and services, with the aim of 

assisting users to maximize expected utility and benefit 

f) Support coverage:  Support site and deployment of support personnel in 

accordance with the assessed support load per site. 

g) Hardware support:  Attending to problems associated with hardware categories 

as listed under the support policy. 

h) Software support: Attending to problems associated with software categories as 

listed under the support policy. 

i) MIS support for corporate Information Systems used by the University. 

 

5.2 Introduction 

The ICT Department acquires and develops a variety of ICT technologies, products and 

services in response to the academic business and related requirements of the 

University.  Upon production, these requirements are distributed (or made available) to 

users. Thereafter, continuous and tailored support is necessary in order for the users to 

fully exploit them A policy guideline is necessary for this support. 

 

5.3 Objectives 

a) A guideline for the ICT User Support Service for enabling bona fide University 

ICT users to productively exploit provided University ICT resources 

b) Specific Services include General User Support Service; PC and User 

Peripheral Service; Hardware Maintenance Service; Network Support Service; 

ICT Staff Professional Training Service; ICT User Training Service; 

Operationalization of ICT Projects. 

 

5.4 Policy Statement 
 

5.4.1 University ICT projects and services 

The Manager ICT shall ensure that ICT Support services are available to assist 

University ICT Users with technical and logistical support in the implementation (or 

roll-out) and operationalization of ICT technology, projects, products, and services. 
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5.4.2 Advocacy 

The ICT Department through User Support services provides users with consultancy 

services on ICT related matters; it shall provide technical representation in all ICT 

related meetings and committees in colleges and campuses; it shall communicate 

relevant User Support information to users and provide them with liaison interface (or 

escalation point) to the ICT Department. 

 

5.4.3 Support Coverage 

a) Support sites are designated by the ICT Department.  

b) The ICT Support function provides qualified support personnel at each 

University campus. ICT Support personnel are deployed in accordance with the 

assessed support load per support site (or campus).  The load shall be 

proportional to the extent to which ICT services are in use, determined mainly 

by the expansion of the University's network and number of users there off. 

 

5.5.4 Procurement Support 

The ICT User Support function shall assist users in deriving the technical requirements 

and specifications of all ICT acquisitions and purchases.  Other acquisitions and 

purchases must meet the minimum specifications as outlined in the ICT procurement 

policy for all hardware, software, services and consumables in order to guarantee 

support by ICT under the categories outlined above.  The ICT User Support function 

shall verify all ICT acquisitions and purchases. 

 

5.4.5 Infrastructure Support 

The ICT User Support function assists users in carrying out surveys, design, 

requirements specifications, and preparation of BOQs, material acquisition and 

supervision of implementation of all ICT infrastructures at the University. 

 

5.5.6 Hardware Support 

a) The User shall be responsible for daily care and basic routine maintenance of 

ICT hardware under their care as defined in section on ICT Equipment 

Maintenance Policy 

b) On a second level, the ICT Support Function provides support for the hardware 

categories that are commonly required by users in their offices, computer rooms, 

laboratories and lecture theatres to perform their job responsibilities. These shall 

include servers, desktop computers, laptop computers, printers, scanners, digital 

cameras, liquid crystal display (LCD) projectors, PDAs (Tablets), UPSs, 

network access hardware, among others. 

 

5.5.7 Software and MIS Support 

a) ICT User Support supports software categories that are commonly required by 

users for use in their offices, computer rooms, laboratories and lecture theatres 

to perform their job responsibilities. 

b) Software acquisitions shall meet the minimum specifications as outlined in the 

ICT procurement and ICT MIS development policies in order to guarantee 

support by ICT. The supported categories shall include PC Operating Systems, 

PC Applications and Client Software, Security and Antivirus, PC backup 

support, among others. 
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5.4.8 ICT Services Support 

a) The ICT Department shall support ICT services that are commonly required by 

users in their offices, computer rooms, laboratories and lecture theatres to 

adequately perform their job responsibilities. 

b) Services acquisitions shall meet the minimum specifications as outlined in the 

ICT Procurement Policy in order to guarantee support by ICT. 

 

5.4.9 Departmental Support 

a) The ICT support function shall act as the second equivalent, for University 

Basic Operation Units to help with significant problems. 

b) The ICT Department staff shall be available to provide basic and routine 

cleaning and simple troubleshooting for machines except where such computer 

laboratories are directly owned by the ICT Department. 

 

5.4.10 Network Devices 

The ICT Department owns core network active devices such as switches, routers, 

bridges, gateways and related equipment including enclosures, and shall be responsible 

for the following: 

a) Creating and maintaining adequate operating environment (floor space, 

environment control, ventilation, backup power supply) for the equipment. 

b) Routine maintenance and upgrade of the equipment. 

c) Advising on all expenses incurred during repair, maintenance, and upgrade. 

 

5.4.11 Printing Facilities 

The University may implement a centralized printing facility at which most print jobs 

shall be processed.  This shall be equipped with at least one print device of appropriate 

specification that shall be administered from a print server. 

 

5.5 Escalation of Support Requests 

Where necessary the ICT Support function escalates user support requests to 

appropriate ICT Department/sections and to other University functional units. 

 

5.6 Support Resources 

The University Management shall provide office and workshop space; furniture; and 

basic office amenities to ICT Support function. 

 

5.6.1 Tools and Equipment 

Each campus shall have a stock of support tools consisting of items as determined by 

the support work within.  In addition, a stock of shared tools shall be maintained 

centrally at the main campus ICT Department. 

 

5.6.2 Dress and Gear 

Support personnel shall be supplied with protective and safety clothing and gear 

suitable for the tasks involved in the support activities.  These shall include items such 

as overalls, dustcoats, dust masks, safety gloves and other items as the management of 

ICT Department may determine from time to time. 

 

5.6.3 Logistical Resources 

a) Towards realizing the set support standards such as tum-around time and low-

down time, ICT Centre shall ensure availability of logistical resources for 
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transport to ensure rapid movement between support sites and communications 

to ensure contact between support personnel. 

b) Communication:  Support personnel shall be equipped with appropriate 

communication equipment to maintain effective contact with one another in the 

course of duty.  
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6. ICT EQUIPMENT MAINTENANCE POLICY 
 

6.1 Definition of Terms 

a) Hardware: This shall mean all university owned computer and peripheral 

equipment (such as printers, scanners, CD-ROMS, network cards and 

multimedia equipment).  Excluded from such equipment shall be equipment that 

is already under an existing service contract, warranty, and non-standard ICT 

equipment and for which only advisory information shall be provided. 

b) Tools and equipment. The stock of shared tools maintained both centrally at 

ICT Department and within individual campuses for use by the support 

personnel. 

c) Brand name system: A brand name computer (both hardware and software) is 

based on a particular company's architecture aimed at providing a unique 

service to its customers. 

d) Clone or semi brand system: A clone is a computer system (both hardware and 

software) based on another company's system and designed to be compatible 

with it. 

e) Central Facility: The main hardware maintenance workshop at the ICT 

Department building in Killifish Campus. 

 

6.2 Introduction 

The University recognizes the important role of the Maintenance Services in providing 

quality services to its users, by ensuring that their equipment is well maintained and 

repaired in good time.  This policy will guide the maintenance personnel at the Central 

Facility at the Main campus. 

 

6.3 Policy Objective 

This policy document outlines the rules and guidelines that ensure that users’ PCs and 

related hardware are in serviceable order.  It specifies best practices and approaches in 

ICT equipment maintenance. 

 

6.4 Policy Statement 
 

6.4.1 Operational Logistics 

a) Operationally, users shall resolve basic problems as the first level of 

maintenance and support. 

b) At the second level, the network administrator in each campus shall offer 

support the users on issues they cannot resolve. 

c) At the third level specialist, Maintenance Engineers at the Central Facility shall 

handle issues escalated from various campuses. 

d) The fourth and final level should enable the ICT central facility to work in 

liaison with vendors, suppliers and hardware manufacturers to repair and/or 

replace faulty equipment. 

e) The ICT central facility shall be charged with the responsibility of enforcing 

any maintenance contracts, agreements and warranties. 

 

6.5.2 Hardware Maintenance 

The ICT Department maintains and supports the supportable hardware categories that 

are commonly required by users for use in their offices, computer rooms, laboratories 
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and lecture theatres to perform their daily responsibilities. Users shall follow the 

University Procurement Policy in order to guarantee support by ICT Department. 

 

6.5.3 Privately Owned Computer Equipment/Peripherals 

The ICT Department shall not take responsibility for the replacement, repair or upgrade 

of privately-owned equipment/peripherals. 

 

6.5.4 Computer Systems and Peripherals 

In the case of computer systems, departments that purchase such systems with prior 

approval shall be responsible for the following, with the assistance of ICT Department: 

a) Adequate operating environment (floor space, environment control, ventilation, 

and backup power supply) for the system. 

b) Installation and administration of the system. 

c) Routine maintenance and upgrade of the system. 

d) All expenses incurred during repair, maintenance, and upgrade. Full compliance 

with the Procurement and Disposal Act. 

e) Full compliance with the University's security policy, including installation and 

regular update of the anti-virus software. 

f) Supplies for spares to support such systems and peripherals shall be the 

responsibility of the department. 

 

6.5.5 Tools and Equipment 

Each campus shall have a stock of support tools that is continually being stocked.  In 

addition, a stock of shared tools shall be maintained centrally at the main campus ICT 

Department. 

 

6.5.6 Campus Workshops 

Each campus shall have a designated repair: facility. This facility shall take the form of 

a room reserved for conducting all hardware repair and maintenance activities. The ICT 

Department personnel in the campus shall have custody of such facility. 

 

6.5.7 Preventive Maintenance 

A schedule for preventive maintenance shall be drawn, recognizing every piece of 

hardware. Preventive maintenance shall be carried out according to the 

recommendations of the manufacturer of the hardware, in terms of frequency and 

method of maintenance.  However, where justified by the case, service shall be 

provided based on request. 

 

6.5.8 Outsourced Service Agreement for Critical Equipment 

Equipment not supportable by ICT Department shall as far as possible be placed on 

maintenance contracts. 

 

6.5.9 Obsolescence of Hardware 

ICT hardware is declared obsolete according to the recommendations of the 

manufacturer and the relevant University policy and regulations.  The hardware 

maintenance team shall periodically conduct maintenance to identify, retire and replace 

the hardware categorized as at "end-of-life." 
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6.6 Disposal of Hardware  
 

6.6.1 Disposal Rationale 

ICT equipment shall be considered for disposal if it meets any of the following criteria: 

a) Technical Obsolescence: The hardware can no longer support required software 

or security updates. 

b) Beyond Economic Repair (BER): The cost of repair exceeds 50% of the current 

market value of a replacement. 

c) Physical Damage: The equipment is functionally compromised due to 

environmental factors or accidents. 

d) Redundancy: The equipment is no longer required due to changes in University 

operations or technology upgrades. 

 

6.6.2 Data Sanitization and Security 

Prior to any physical disposal, the ICT Department shall ensure that: 

a) Data Destruction: All data storage media (hard drives, flash disks, etc.) are 

wiped using industry-standard data sanitization software. 

b) Physical Destruction: In cases where software wiping is not possible, storage 

media shall be physically destroyed to prevent unauthorized data recovery. 

c) Software Removal: Licensed software shall be uninstalled to ensure compliance 

with end-user license agreements (EULA). 

 

6.6.3 Disposal Methods 

The University shall dispose of ICT equipment in accordance with the Public 

Procurement and Asset Disposal Act, utilizing the following methods: 

a) Transfer to other Departments: Reallocation of functional but lower-spec 

equipment to areas with less demanding technical requirements. 

b) Trade-in: Working with vendors to offset the cost of new equipment by 

returning old assets. 

c) Sale by Public Tender/Auction: Selling functional equipment to staff or the 

public. 

d) E-Waste Recycling: Partnering with licensed e-waste handlers to ensure 

environmentally friendly dismantling and disposal of non-functional parts. 

e) Donation: Giving functional, obsolete equipment to recognized community or 

educational institutions, subject to Management approval. 

 

6.6.4 Environmental Responsibility 

The ICT Department is committed to minimizing the environmental impact of 

electronic waste. Under no circumstances shall ICT equipment be disposed of in general 

waste bins or landfills. All hazardous components (batteries, CRTs, motherboards) 

must be handled by certified hazardous waste professionals. 

 

6.6.5 Documentation and Inventory Update 

Upon successful disposal: 

a) A Disposal Certificate or receipt from the e-waste handler must be filed. 

b) The University Asset Register shall be updated by the Finance/Stores 

department to reflect the removal of the items. 

c) The ICT maintenance logs shall be closed for the respective Serial Numbers. 
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7. ICT TRAINING POLICY 
 

7.1 Introduction 

A variety of products and services are developed or procured by the ICT Department 

in response to the business requirements of the University. Upon production, these 

products and services are distributed (or made available) to users. Thereafter, 

continuous and tailored training is necessary in order for the users to fully exploit them.  

The policy shall clarify guidelines for such training. 

 

7.2 Policy Objective 

The objective of this policy is to outline the guidelines applicable when planning for, 

organizing and conducting ICT training at the University. 

 

7.3 Key Aspects of the ICT Training 
 

7.3.1 ICT Literacy 

It is desirable that all University staff be literate users of ICT services, the level of 

literacy being in line with the demands of their job functions. Training shall therefore 

focus on building skills in users making them effective in exploiting ICT resources, 

products and services. 

 

7.3.2 Mode of Training 

a) External ICT training shall be organized by the ICT Department in response to 

need as may be assessed from time to time when training is not possible within 

the University. 

b) Internal ICT user training targeting the University community shall be 

scheduled on a continuous basis and shall be conducted both in the campuses 

and at the corporate training computer laboratory. 

 

7.3.3 Trainees 

The ICT Depart shall jointly with user departments nominate trainees for external ICT 

training when the need for such training arises. 

 

7.3.4 Training Resources 

The ICT Department in liaison with the user department shall identify the appropriate 

trainers for the training as demanded by the needs of the scheduled training. The ICT 

Centre jointly with the user departments shall provide necessary resources to facilitate 

the training. 

 

7.3.5 Training Needs and Curriculum Development 

Project Leaders and service developers shall establish ICT training needs in liaison with 

user departments and service consumers.  In cases where the ICT Department is not 

well placed to train in a given area, the ICT Department will identify and recommend 

appropriate training and work out the requirements of the training. 

a) The ICT Department shall develop curricula for all training including 

development of source material. To this end, the ICT Department shall where 

possible: 

i. recommend curricula for all external training 

ii. provide training materials on-line via the University website 

iii. conduct on-line assessment tests and examinations 
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b) Where external training is sourced, the ICT Department shall jointly with the 

external training agent, customize the content to meet the training needs of the 

users. 

 

7.3.6 Acknowledgement of Training 

The ICT Department shall issue certificates on successful completion of training and 

examination. 
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8. DATABASE ADMINISTRATION POLICY 
 

8.1 Definitions of Terms 

a) Database - software used for management of data objects 

b) Database administrator (DBA) - The person in charge of administration and 

management of a database 

c) Production database - database for applications that have gone through the 

system life cycle as defined in the Software Development Policy 

d) Replication database - database used for maintaining a complete copy of the 

production database 

e) Development database - database used for development of applications before 

deployment to the integration database 

f) Integration database - database used for testing and integrating applications 

before deployment into the production environment 

g) Education database - database used for use by students and staff of the university 

 

8.2 Introduction 

Contemporary Information Systems (IS) rely on the use of emerging database 

technologies for storage and manipulation of data.  Several challenges arise in the 

utilization of these database technologies, including: 

a) Availability of the database service to the intended customers 

b) Flexibility in terms of access through the use different interfaces  

c) Administration and management of the same service 

 

8.3 Policy Objectives 

These policies have been developed in order to achieve the following objectives: 

a) Provide the best possible database service to Information Systems application 

development and administration groups as well as the University academic and 

student community in general 

b) Allow the flexibility required to rapidly develop Information and 

Communication Technology solutions unhindered, while at the same time 

providing access to expert consultation when desired 

c) Ensure that the University’s data resources are firmly controlled based upon 

known requirements and that data changes can be audited 

d) Enhance the efficiency with which database applications are developed, 

deployed and used 

 

8.4 Policy Statement 
 

8.4.1 Services 

An appropriate channel of communication that allows the DBA to receive and respond 

to requests for database services shall be available e.g.  email and memo. 

The DBA shall provide the following services: 

a) Authorization and Access Control 

i. Authorization and data control:  Access to the production (and 

replication) databases shall be restricted to production applications 

and through authorized reporting tools. 

ii. Authorization outside of these applications shall be approved by the 

client controlling the data and will be maintained and controlled by 

DBA. 
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iii. Access to the development and integration, as well as education 

databases shall be given to developers, students or members of staff 

working on current MIS applications, projects or for enhancing their 

database skills. 

iv. Developers shall have a special role for functional development and 

integration databases that they support. 

b)  Development Support 

i. OBA shall provide support to the development group. 

ii. Support activities shall include but shall not be limited to the 

following areas:  database design or re-design; application design; 

application (SQL) performance analysis; disk space analysis; data 

recovery analysis; and data and process modeling. 

 

8.4.2 Service Level Agreements (SLAs) 

The DBA shall respond to service request in accordance with the University Service 

Charter 
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9.  SYSTEMS ADMINISTRATION POLICY 
 

9.1 Policy Statement 
 

9.1.1 Responsibilities to the University 

The System Administrator ensures the following: 

i. take precautions against theft of or damage to the system components. 

ii. take precautions that protect the security of a system or network and the 

information contained therein. 

iii. promulgate information about specific policies and procedures that govern 

access to and use of the system, and services provided to the users or explicitly 

not provided. 

iv. cooperate with the system administrators of other information technology 

resources, whether 

v. within or outside the University, to find and correct problems caused on 

another system by the use of the system under his/her control. 

vi. comply with the technical direction and standards established by the ICT 

Department and other guidelines or standards defined by the unit 

 

9.1.2 Copyrights and Licenses 

i. Systems Administrators shall respect copyrights and licenses to software and 

other online information. 

ii. All software protected by copyright shall not be copied except as specifically 

stipulated by the owner of the copyright or otherwise permitted by copyright 

law. 

iii. Protected software may not be copied into, from, or by any University system, 

except pursuant to a valid license or as otherwise permitted by copyright law. 

iv. The number and distribution of copies must be handled in such a way that the 

number of simultaneous users in a department shall not exceed the number of 

original copies purchased by that department, unless otherwise stipulated in 

the purchase contract. 

v. In addition to software, all other copyrighted information (text, images, icons, 

programs, etc.) retrieve from computer or network resources shall be used in 

conformance with applicable copyright and other law. 

 

9.1.3 Modification or Removal of Equipment 

i. System administrators shall not attempt to modify or remove computer 

equipment, software, or peripherals that are owned by others without proper 

authorization. Notwithstanding, such authorization may be granted for any 

University owned equipment through written permission of the Manager ICT. 

ii. Information technology resources that are retired or transferred to locations 

unrelated to Pwani University must have all data and licenses removed prior 

to the release of the equipment. 

 

9.1.4 Investigation of Possible Misuses 

i. A System Administrator may be the first person to witness possible misuse or 

security breaches as described in this policy; hence the administrator must 

comply with the guidelines for handling misuse as set forth 

ii. Systems Administrators shall report in writing critical security breaches to the 

ICT Security officer immediately upon discovering the breach. 
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iii. Systems Administrators shall immediately investigate any possible breach 

reported to them by the ICT Security officer.  System Administrators shall 

maintain appropriate system logs useful in tracing and identification of 

individual user’s systems activity for a minimum of 30 days. System 

administrators shall beware that any log is subject to subpoena or other legal 

process. 

 

9.1.5 System Integrity 

i. Systems Administrators are responsible for maintaining all aspects of system 

integrity, including obtaining releases and fixes that assure the currency of 

operating system upgrades, installation of patches, managing releases, 

installation of anti-virus software, updates of virus definitions, and the closure 

of services and ports that are not needed for the effective operation of the 

system. 

ii. System Administrators are responsible for prompt renewals of stipulated 

vendor hardware and software agreements, or as may be described in the 

vendor support contracts 

iii. Systems Administrators shall remain familiar with the changing security 

technology that relates to their system and continually analyze technical 

vulnerabilities and their resulting security implications. 

 

9.1.6 Account Integrity 

i. Systems Administrators manage accounts on a timely basis, providing new 

accounts and deleting old accounts in a prompt manner. 

ii. Systems Administrators shall ensure user accounts will be disabled and deleted 

based on the access rules for the environment and in compliance with all 

licensing. 

iii. Systems Administrators shall ensure that good passwords are used and those 

passwords are changed frequently, within the limits of the system 

environment. 

iv. System Administrators shall ensure that accounts can be traced to an individual 

person (or a group of people in the case of group accounts) and that the 

accounts have system access that matches the authorization of the user. 

v. System Administrators shall ensure that stored authentication data (e.g., 

password files, encryption keys, certificates, personal identification numbers, 

and access codes) are appropriately protected with access controls, encryption, 

shadowing, etc.  - e.g., password files must not be world-readable. 
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10. TELECOMMUNICATIONS POLICY 
 

10.1 Definition of Terms 

a) VOIP (Voice over Internet Protocol): methodology and group of technologies 

for the delivery of voice communications and multimedia sessions over Internet 

Protocol (IP) networks, such as the Internet.  Other terms commonly associated 

with VoIP are IP telephony, Internet telephony, Voice over Broadband (VoBB) 

and IP communications, and broadband phone service. 

b) Teleconference: is the live exchange and mass articulation of information 

among several persons and machines remote from one another but linked by a 

telecommunications system. 

c) Videoconference: conducting a conference between two or more participants at 

different sites by using computer networks to transmit audio and video data. 

d) Underground Cable:  the underground copper cable that links to the telephone 

exchange.  

e) Private Branch Exchange (PABX): automatic telephone switching system 

within a private enterprise. 

f) Internet Protocol (IP) phones: a VoIP phone or IP Phone that uses VOIP 

technologies for placing and transmitting telephone calls over an IP network. 

 

10.2 Introduction 

Telecommunications services and associated infrastructures are intended to support the 

objectives and operations of the University. These services include telephone, 

teleconference, videoconference, facsimile, and VOIP services. ICT Department 

implements and supports the telecommunications infrastructure. 

 

10.3 Policy Objective 

The Telecommunications Policy acts as a guideline for the ICT Communication service 

for enabling ICT users to effectively and productively exploit provided services, which 

include Telephone and VOIP services and Operationalization of ICT projects. 

 

10.4 Policy Statement 

a) University ICT projects and services 

The Manager, ICT ensures that ICT Communication services are available to 

facilitate users with technical and logistical support in the administration and 

management of University functions. 

 

b) Advocacy 

The ICT Department through ICT Communications function provides users 

with consultancy services on any ICT matter; it shall provide technical 

representation in all ICT related meetings and committees; it shall 

communicate relevant ICT Communications information to users and provide 

them with liaison interface or escalation point to the main ICT office. 

 

c) Support Coverage 

The ICT Communications function provides qualified support personnel at 

each University campus.  ICT Communications personnel are deployed in 

accordance with the assessed support load per support site (or campus). The 

load shall be proportional to the extent to which ICT Services are in use, 
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determined mainly by the expansion of the University telecommunications 

infrastructure and number of users thereof. 

 

d) Procurement Support 

The ICT Communications function assists users in deriving the technical 

requirements and specifications of all Telecommunications related 

acquisitions and purchases.  Other acquisitions and purchases must meet the 

minimum specifications as outlined in the 

University procurement policy for all hardware, software, services and 

consumables in order to guarantee support by ICT under the categories 

outlined above. The ICT Communications function verifies all 

Telecommunications acquisitions and purchases. 

 

e) Infrastructure support 

i. The ICT Communications function assists users in carrying out surveys, 

design, requirements, specifications, and preparation of BOQs, material 

acquisition and supervision of implementation of all 

Telecommunications infrastructures at the University. 

ii. The ICT Communications function is also being responsible for the day-

to-day monitoring and repairs of the various telecommunication links for 

the University. These will include the Underground cable and the UTP 

cable that integrates the legacy PABXs to the routers. 

 

f) Hardware (Telephones and IP phone) support 

i. The User shall be responsible for daily care and basic routine 

maintenance of ICT hardware under their care. (Refer to ICT Equipment 

Maintenance Policy). 

ii. On a second level, the ICT Communications function supports the 

aforementioned hardware for the users.  In the event that the hardware 

develops a fault, the ICT Communications function shall diagnose, 

troubleshoot and configure hardware for users. 

iii. On a third level, where the equipment has failed to work due to 

configuration issues or firmware (in case of an IP phone), if it is on 

warranty the supplier will be contacted and the phone returned to them 

for further action. 

 

g) ICT Communications services support 

i. The ICT Department supports ICT Communication services that are 

commonly required by users in their offices to adequately perform their 

tasks. 

ii. Acquisitions shall meet the minimum specifications as outlined in the 

ICT procurement policy for hardware in order to guarantee support by 

ICT. The respective department should seek further consent on the 

Telephone models or IP phone models to procure from ICT 

Communications services. This is to ensure compatibility with the 

existing telecommunications infrastructure. 
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h) Telecommunications infrastructure devices 

The ICT Department owns telecommunications infrastructure active devices 

such as PABXs, switches, routers, call managers and related equipment 

including enclosures, and are responsible for the following: 

i. creating and maintaining adequate operating environment (floor space, 

ventilation, backup power supply) for the equipment. 

ii. routine maintenance and upgrade of the equipment. 

iii. advising on all expenses incurred during repair, maintenance, and 

upgrade 

 

i) Escalation of support requests 

Where necessary the ICT Communications function escalates user support 

requests to appropriate ICT Department and to other University functional 

units. 

 

j) Support resources 

i) Tools and equipment 

Each campus shall have a stock of tools consisting of items dedicated for the 

support work. 

ii) Dress and gear 

Support personnel shall be supplied with protective and safety clothing and 

gear suitable for the tasks involved in the support activities.  These includes 

items such as safety boots, gumboots, overalls, dustcoats, dust masks, safety 

gloves and other items as management may determine from time to time. 

iii) Logistical Resources 

a) To ensure realization of the set support standards, ICT shall provide 

logistical resources to ensure movement between support sites. 

b) Communication: Support personnel shall be equipped with appropriate 

communication equipment to maintain effective contact with one another 

in the course of duty. 

 

k) Software and other systems running the telecommunications 

infrastructure 

i. ICT Communications function shall ensure that all systems 

supporting telecommunications infrastructure especially VoIP, 

including Operations Manager, Communications Manager, Attendant 

Console and Billing are checked for compliance in licensing. 

ii. ICT Communications function shall ensure that all software and 

systems aforementioned have maintenance support contract, as 

recommended by the manufacturer. 

 

l) Telecommunications infrastructure routine maintenance 

A schedule for maintenance shall be drawn, for the telecommunications 

infrastructure hardware. Preventive maintenance shall be carried out according 

to the recommendations of the manufacturer of the hardware, in terms of 

frequency and method of maintenance. However, where justified by the case, 

service shall be provided on the basis of request. 
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m) Radio communications equipment 

ICT Department shall play an advisory role on the design of and roll-out of 

any new Radio communications solution within the University, including 

necessary assistance with procurement and licensing of frequencies from 

Communications Authority of Kenya (CAK).  All operational matters of the 

installed Radio communications equipment and related infrastructure, 

including enforcing observance of all legal and regulatory obligations, shall be 

the responsibility of the user department. 
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11.0 INFORMATION SYSTEMS ACCESS CONTROL POLICY 
 

11.1 Introduction 

The purpose of this policy is to assist in preventing any unauthorized access to Pwani 

University systems. Insufficient systems access controls or unmanaged access to 

information could lead to unauthorized disclosure or theft of information. The purpose 

of this policy is to define the correct use and management of access controls at Pwani 

University.  

 

11.2 Objectives of policy 

The key objective of this policy is to set controls, which can be applied to help reduce 

the risks associated with accessing the university systems. 

 

11.3 Policy Statement 

Only authorized users are granted access to information systems, and users are limited 

to specific defined, documented and approved applications and levels of access rights. 

Computer and communication system access control is to be achieved via user IDs that 

are unique to each individual user to provide individual accountability. 

Who is affected: This policy affects all staff of Pwani University as well as non-

employees such as ICT service providers. Employees who deliberately violate this 

policy will be subject to disciplinary action. 

Affected Systems: This policy applies to all information systems owned or operated 

by Pwani University. Similarly, this policy applies to all platforms (operating systems) 

and all application systems. 

Entity Authentication: Any user (remote or internal), accessing Pwani University 

networks and systems, must be authenticated. The level of authentication must be 

appropriate to the role of the user in the system.  

System Access Controls: Access controls will be applied to all Pwani University 

systems to ensure that data is not improperly disclosed, modified, deleted, or rendered 

unavailable. 

 

11.3.1 User Access Management 

Access Approval: System access will not be granted to any user without appropriate 

approval. Line managers are expected to immediately notify Deputy Vice Chancellor 

Administration Finance Planning (Non-Teaching Staff) or Deputy Vice Chancellor 

Academic and Student Affairs (Teaching Staff) and report all significant changes in 

end-user duties or employment status.  

Each user must be allocated access rights and permissions to computer systems and 

data that: 

a) Are commensurate with the tasks they are expected to perform.  

b) Have a unique login that is not shared with or disclosed to any other user.   

c) Have an associated unique password that is requested at each new login.  

Users are expected to fill a system access control form, PU/ICT/FORM/ICT/09 01/00 

in Appendix I 

User access rights will be reviewed at regular intervals to ensure that the appropriate 

rights are still allocated.  System administration accounts must only be provided to users 

that are required to perform system administration tasks. 

User privileges are to be appropriately changed if the user is transferred to a different 

job. 
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Limiting User Access: PU approved access controls, such as user logon scripts, menus, 

session managers and other access controls will be used to limit user access to only 

those information systems applications and functions for which they have been 

authorized. 

Standard of procedures (PU/ICT/SOP/04) in Appendix II will provide guidelines on 

creation, modification and deletion of user accounts.  

 

11.3.2 Access Restriction 
 

11.3.2.1 Procedures on Restriction of Use 

a)   Appropriate procedures shall apply in restricting usage after a formal 

complaint has been lodged or a breach of policy or rule has been reported or 

detected. 

b)   Any breach of ICT policy shall be reported or communicated in writing to the 

Manager ICT upon receipt of any such complaint, the Manager ICT shall 

classify the complaint as “serious" or “non-serious." A "non-serious” 

complaint shall be defined as a breach of policy which does not subject the 

University to a cost or any high risk. 

c)   When a complaint is classified as "non-serious,” the Manager ICT is 

authorized to suspend the account for a minimum period of four weeks.  The 

following shall apply: 

i.  A system administrator can make a recommendation to suspend an account to 

the Manager, ICT.  The Manager, ICT shall review the request and if it is 

considered to be, on the balance of probability, a transgression of the ICT 

Policy, the account shall be suspended. 

ii.  An account may also be suspended, if a request has been made to the Manager, 

ICT from a systems administrator of another system, with a reasonable and 

accepted case for suspension. 

iii.  Users should note that suspension of access to ICT facilities also includes 

access to the terminal server password access, and as such dial-up modem 

access will be disabled where a user account is suspended. 

d) When a complaint is classified as "serious," the Manager ICT shall refer the 

complaint to the Deputy Vice Chancellor AFP for appropriate action. The 

possible penalties may be any one or a combination of the following: 

i. Suspension of the account, which will be communicated to DVC AFP (Non-

Teaching Staff) and/or DVC ASA (Teaching Staff).  Suspension of the 

account shall be for a minimum period of four weeks. 

ii. Permanent disabling of the account shall be taken, where the severity of the 

offence  

iii. warrants such action. 

 

e)  Reinstatement of Accounts 

i. Accounts may be reinstated before the end of the suspension period where 

either the student or staff presents information to the Manager ICT, which 

indicates that he or she was not involved in the transgression of the Rules of 

Use, or the Registrar (ASA) and/or Head of Human Resource requests the 

account be reinstated for employment/course related work only (e.g. 

completion of an assignment).   
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ii. The Vice Chancellor may recommend reinstatement of the suspended/disabled 

account following a successful appeal 

 

11.3.3 User Responsibilities 

It is a user’s responsibility to prevent their user ID and password being used to gain 

unauthorized access to Pwani university systems by: 

a) Following the Password Policy Statement outlined in Pwani University ICT 

handbook 

b) Ensuring that any PC they are using that is left unattended is locked or logged 

out. 

c) Leaving nothing on display that may contain access information such as login 

names and passwords. 

d) Informing line managers of any changes to their role and access requirements. 

 

11.3.4 Policy Compliance 

Compliance Statements: User’s seeking access to Pwani university systems must sign 

a system access request form, PU/ICT/FORM/ICT/09, in Appendix I prior to issuance 

of a user-ID. A signature on the systems access request form indicates the user 

understands and agrees to abide by Pwani university policies and procedures related to 

computers and information systems.  

 

Audit Trails and Logging: Logging and auditing trails will be conducted when a user 

makes access to Pwani University systems. 

 

11.3.5 Confidential Systems:  

Access to confidential systems will be logged and audited in a manner that allows the 

following information to be deduced: 

i. Access time 

ii. User account 

iii. Method of access 

Audit trails for confidential systems should be backed up and stored in accordance with 

Pwani University back-up and disaster recovery plans. All system and application logs 

must be maintained in a form that cannot readily be viewed by unauthorized persons.  

 

11.3.6 Access for Non-Employees/Third Party Access  

Individuals who are not employees, contractors, consultants, or service providers must 

not be granted a user-ID or otherwise be given privileges to use Pwani University 

computers or information systems unless the written approval of the Department Head 

has first been obtained. Before any third party or business partner is given access to this 

PU computers or information systems, an agreement defining the terms and a 

responsible manager at the third-party organization must have signed conditions of such 

access. 

 

11.3.7 Unauthorized Access:  

Employees are prohibited from gaining unauthorized access to any other information 

systems or in any way damaging, altering, or disrupting the operations of these systems.  
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12.0 ELECTRONIC RECORD MANAGEMENT SYSTEMS POLICY 
 

12.1 Definition of Terms 

Classification: The systematic identification and arrangement of business activities and 

/ or records into categories according to logically structured rules. 

Conversion: The process of changing records from one medium or format to another. 

Document: Recorded information or object, which can be treated as a discrete unit. 

Migration: The act of moving records from one system to another, while maintaining 

their authenticity, integrity, reliability and usability. 

Preservation: Processes and operations used in ensuring the technical and intellectual 

survival of authentic records over time. 

Records: Information created, received and maintained as evidence and information 

by an organization or person, in pursuance of legal obligations or in the transaction of 

business. 

Records management: The efficient and systematic control of the creation, receipt, 

maintenance, use and disposition of records, including processes for capturing and 

maintaining evidence of and information about business activities and transactions in 

the form of records. 

Records system: An information system which captures, manages and provides access 

to records through time. 

 

12.2 Introduction 

E-records management is a vital function in a University; this policy helps in 

maintaining standards in e-records management. This policy shall endeavor to provide 

basic guidelines on managing of electronic records in the university. 

 

12.3 Policy Objectives 

The main objective of this policy is to have a document, which can serve as a guide to 

the entire university, in order to have standards in e-records management. 

 

12.4 Policy Statement 

Each department must have in place adequate systems for documenting its principal 

activities and ensuring that it creates and maintains records possessing authenticity, 

reliability, integrity and usability. There must be a clear allocation of responsibility 

within each department for all aspects of record keeping, including classifying 

documents and secure disposal. The ownership of information must also be clarified, 

so that there is no ambiguity regarding responsibility for its maintenance and disposal. 

Shared drives, mailing lists and role accounts should be used as a default. 

 

Line managers should ensure that when a member of staff leaves, responsibility for 

records held on personal drives or other areas not accessible to colleagues is transferred 

to another member of staff; and out of date information deleted.  

 

Records systems must be adequately documented, so that their effective operation does 

not depend on the memory of individual members of staff. They should also be 

periodically reviewed and modified where necessary, to ensure that they continue to 

support local needs. In particular, electronic systems storing data that may be required 

for evidential purposes should be regularly monitored and audited: it must be possible 

to demonstrate the reliability of the system, so that the integrity of the data cannot be 

questioned. 
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12.4.1 Creating Records 

Records must be accurate and complete, so that it is possible to establish what decisions 

and actions have been taken, and why. The quality of the records must allow staff to 

carry out their work efficiently, demonstrate compliance with statutory and regulatory 

requirements, and ensure accountability and transparency expectations are met. 

 

Information should be compiled at the time of the event or transaction to which it 

relates, or as soon as possible afterwards, and protected from unauthorized alteration or 

deletion. Where relevant, templates should be used, so that documents are produced 

consistently and quickly. 

 

Standardized referencing and titling are essential, so that information can be promptly 

identified and retrieved. Naming conventions and glossaries should be used to ensure 

the consistent use of terms. Version control is also required for the drafting and revision 

of documents, so that different versions can be distinguished and the latest version 

readily identified. 

 

12.4.2 Classification 

All records will be organized logically, so that they can be easily and speedily retrieved. 

A classification scheme or filing structure should be devised, based on an analysis of a 

department’s functions and activities, to ensure that documents are organized 

appropriately and consistently. Similar records should be grouped together: if the 

contents of folders are too diverse, it will be difficult to locate material and assign 

appropriate retention periods. 

 

12.4.3 Access and security 

It must be possible for staff to retrieve the information they need to carry out their work. 

Records that are consulted frequently should be kept nearby. Semi-current records (i.e. 

those referred to occasionally or which need to be retained for legal or regulatory 

reasons) should be stored offsite.  

 

Records shall be made available as widely as possible. Information that other staff use 

or may require shall be stored on a shared drive or within a centralized filing system, 

so that departments can operate efficiently when individuals are absent. Where 

appropriate, data should also be shared across Pwani University in order to avoid 

wasting resources recreating information that already exists and storing duplicate data 

unnecessarily. Information that is only accessible to a single person should therefore be 

kept to a minimum. 

 

Appropriate levels of security must be in place to prevent the unauthorized or unlawful 

use and disclosure of information. Electronic records containing confidential 

information must be stored securely when not in use, and access only provided to 

authorize staff. Screens should be locked when computers are unattended. Restricted 

electronic data should be protected through the use of access controls and, where 

appropriate, encryption.  

 

Information held in digital systems shall also be protected from unauthorized alteration, 

copying, movement or deletion: if possible, the systems should maintain audit trails 

allowing all actions to be traced to specific people, dates and times. It is essential that 

any data held on portable storage devices, such as laptops, USB flash drives, portable 
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hard drives, Compact Discs (CDs), Digital Video Discs (DVDs), and any computer not 

owned by Pwani University (PU), is kept secure and protected from theft.  

 

12.4.4 Preserving records 

Departments shall develop procedures to ensure that records of continuing value remain 

accessible, usually on a network drive or central server, so that they are backed up and 

safeguarded from hardware and software failure. Records shall be stored in conditions 

appropriate to their medium and format, considering operational needs, retention 

periods and costs. They shall be protected in storage from potential hazards, such as 

fire and flood. Environmental conditions within storage areas shall be maintained at 

stable levels to minimize the risk of the records deteriorating. 

 

Records shall be reviewed annually. Where necessary, electronic records shall be 

converted to newer formats and migrated to other systems, so that they are always 

accessible and usable. Processes shall also be in place to protect documents from being 

inadvertently overwritten, for example, by using templates when creating new versions 

of documents.  

 

A small percentage of Pwani University’s (PU) records shall be selected for permanent 

preservation for their long-term reference or historical value, providing evidence of 

PU’s most significant functions and activities, documenting its policy formation, and 

tracing the development of its fabric and infrastructure. The officer designated in 

writing shall develop selection criteria for records that are to be retained permanently. 

 

12.4.5  Retention schedule 

A retention schedule lists the main categories of records held by an organization, and 

how long they are to be retained in order to meet operational needs; comply with 

statutory and regulatory requirements; support accountability and protect the interests 

of staff, students and other stakeholders. It provides a uniform system for the disposal 

of information, preventing it from being either discarded prematurely or kept 

unnecessarily.  

 

12.4.6  Disposal  

Records shall be reviewed regularly and working copies, trivial emails, out-of-date 

reference material and unnecessary duplicates destroyed to prevent ephemeral material 

taking up space required by declared records. 

 

Disposal of records shall be controlled by the retention schedule (See Appendix 3), and 

carried out by authorized staff. When the retention period expires, all copies are 

destroyed, wherever they are held. Destruction shall also be documented, to provide 

evidence that retention schedules have been followed. Restricted or sensitive records 

shall be kept secure whilst awaiting destruction and be destroyed confidentially. 

Electronic data must be deleted so that it is completely erased and irrecoverable.  

 

Software systems should include functionality to delete data, where appropriate, in 

order to avoid long-term retrieval problems and contravention of the Data Protection 

Principle. Records shall not be destroyed if they are required in connection with an on-

going or pending investigation, grievance, complaint or legal dispute. 
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12.4.7  Vital records 

Records that are vital to the continued functioning of PU in the event of a disaster (e.g. 

fire, flood, virus attack) shall be identified and protected. These include records that 

would recreate PU’s legal and financial status, preserve its rights, and ensure that it 

continues to fulfil its obligations to its stakeholders (e.g. current financial information, 

contracts, proof of title and ownership and research data). Vital records shall be stored 

on central servers, so that they are protected by appropriate back-up and disaster 

recovery procedures. Standard of procedures on electronic records management are 

indicated in Appendix 3 (PU/ICT/SOP/04). 
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13. INFORMATION SYSTEMS INCIDENT MANAGEMENT POLICY 
 

13.1 Definitions 

An Information Systems Incident is the occurrence or development of an unwanted or 

unexpected situation, which indicates: 

a) a possible breach of an information security framework policy or  

b) a failure of information security controls which have a significant probability 

of compromising business operations or 

c) systems failure due human, software, hardware or natural causes. 

Examples of information incidents include: 

b) The loss or theft of data or information. 

c) The transfer of data or information to those who are not entitled to receive that 

information. 

d) Attempts (either failed or successful) to gain unauthorized access to data or 

information storage or a computer system. 

e) Changes to information, data or system hardware, firmware, or software 

characteristics without the ICT's department, knowledge, instruction, or 

consent. 

f) Unwanted disruption or denial of service to a system. 

g) The unauthorized use of a system for the processing or storage of data by any 

person. 

h) Introduction of malware into a computer or network, e.g. a phishing or 

ransomware attack 

i) Breaches of physical security e.g. forcing of doors or windows into secure 

room or filing cabinet containing confidential information left unlocked in 

accessible area 

Classified information is information that is confidential, highly confidential or requires 

enhanced protection to ensure integrity or availability due to its nature.   

 

13.2 Introduction 

Information systems incident management is a vital function in a university; this policy 

helps in maintaining standards in handling reporting of data loss in ICT systems. The 

guideline of this policy seeks to ensure timely response to information systems 

incidents. 

 

13.3 Policy Objectives 

The objective of this policy is to ensure a consistent and effective approach to the 

management of information systems incidents, including communication through email 

on events and weaknesses. It enables the efficient and effective management of 

incidents by providing a definition of an incident and establishing a structure for the 

reporting, recording and management of such incidents. 

 

13.4 Policy Statement 

Incidents are reported promptly and responded to in a quick, effective and orderly 

manner in order to reduce the negative effect of incidents, to repair damage and to 

inform policy and mitigate future risks. 

 

13.4.1 Incidence Management 

All members of the University shall be made aware of the procedure for reporting 

information systems incidents and their responsibility to report such incidents. All 
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Incidents shall be reported promptly to the IT Service Desk in accordance with incident 

reporting procedures. See standard of procedures in Appendix IV (PU/ICT/SOP/06). 

All incidents shall be managed in accordance with the Incident Management Response 

Procedure.  The severity of the incident shall be assessed, and the management response 

shall be proportionate to the threat. 

 

Key information about serious incidents, including the impact of the incident (financial 

or otherwise), shall be formally recorded and the records shall be analyzed in order to 

assess the effectiveness of information security controls. New risks identified because 

of an incident are assigned to the relevant risk owner. All risks are mitigated promptly 

in to eliminate loss of data. 

 

A representative of every department shall be trained in digital evidence collection, 

retention, and presentation, in accordance with legislative or regulatory obligations. 

Authorized individuals shall report serious incidents to the appropriate external 

authorities where relevant. 

 

13.4.2 Responsibilities 

All members of the University are responsible for reporting actual or suspected 

information systems incidents to the relevant internal contact as soon as possible in 

accordance with the incident reporting procedure. 

 

Contractors using the University’s information systems and services shall be required 

to note and report any significant information security weaknesses in those systems or 

services. 

 

The responsibility for reporting serious Information Systems Incidents to external 

authorities lies with Management unless otherwise delegated in the Incident 

Management Standards Operating Procedure. 
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14. BACK UP RETENTION POLICY 
 

14.1 Introduction 

Back up retention is a vital function in a University; this policy helps in maintaining 

standards in systems data kept in storage media. This policy endeavors to provide 

guidelines to the university on retention of data. 

 

14.2 Policy Objectives 

The main objective of this policy is to have a document, which can direct the university, 

to have uniform standards in backup retention. 

 

14.3 Policy Statement 

This policy applies to backups of user data that are copied onto any backup media, 

including disk-to-disk storage. User data is stored on disks on our computer systems. 

Periodically, backup copies of this data are saved onto storage media. This is useful in 

case of a system failure (and files have to be restored from the backup media) or in the 

case of a user accidentally erasing one of their files (and again, that file can be restored 

from the backup media). 

 

14.3.1 Retention Period and Media Rotation 

The retention period for back-up media is set in such a manner as to minimize the risk 

of catastrophic loss of data at reasonable media cost. This Policy directs how long these 

backup storage media are kept (their retention).  

 

PU shall use the GFS (Grandfather–Father–Son) retention method for maintaining 

hierarchical restore points. GFS method describes a rotation scheme whereby a daily 

backup (the son), a weekly backup (the father) and a monthly backup (the grandfather) 

are created to maintain a hierarchical backup strategy. 

 

Each week, one full daily backup (latest from that week) is promoted from a son to a 

father and is deemed the weekly backup. Each month, a father (latest from that month) 

is promoted to a grandfather and is deemed the monthly backup. For the GFS policy to 

work, a successful sync is needed every day. 

 

Back-up media must first be tested to guarantee their integrity before re-use. Media re-

use must always begin with the oldest set. 

 

14.3.2 File Retention Periods 

Files, which are not deleted from a user’s account, are kept for as long as their account 

is kept active. System files and log files may be retained for up to seven years for proper 

administration of systems and statistical analysis of log data. This holds for all 

servers/systems. Table in Appendix V shall inform on retention period of backups. 

Standard of procedures in Appendix VI (PU/ICT/SOP/03) provide guidelines on 

retention of back up. 

 

14.3.3 Additional Information 

Backups of data occur every day, seven days a week, 365 days a year. These backups 

are performed once a night. While some of the backups are performed to a storage 

media, most backups are actually copied to online disk storage locally at the Main 

Campus or at a remote location.  
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15. SOCIAL MEDIA POLICY 
 

15.1 Introduction 

With the rapid growth and application of social media, Pwani University recognizes 

the need to have a policy and guidelines, which ensure that those who use social media, 

either as part of their job, study, association with the University or in a personal 

capacity, have guidance and an understanding of best practice where social media 

are used, and to be aware of the potential issues and risks that can arise from its 

misuse. 

 

The University expects that Pwani University staff, students and affiliates who 

contribute to social media will familiarize themselves with this policy and related 

guidelines and will act responsibly in references to Pwani University in their social 

media and online activities. This policy should be read and applied within the 

framework of the University’s Statute, rules, regulations, policies and procedures 

as amended from time to time.  

 

15.2 Definitions 

Social Media is a broad term used to describe a range of online tools such as 

websites, w e b -based p l a t f o r m s  a n d  a p p l i c a t i o n s  t h a t  a r e  d e s i g n e d  f o r  

o n l i n e  interaction, content consumption and generation. Examples of social media 

applications, channels and platforms include Facebook, Google Plus, Twitter, 

Tumblr, Snapchat, WordPress, Blogger, Wikipedia, Amazon ratings, Flickr, 

Instagram, YouTube, Vimeo, Vidler, Facebook Messenger, WhatsApp, Google 

Hangouts, chat rooms, email, etc. This list is fluid as social media continues to evolve 

and different applications replace others. 

 

15.3 Policy Statement 

Personal, academic and professional use of social media by Pwani University staff, 

students and affiliates must not engage in misconduct. Misconduct comprises behavior 

within or without the precincts of the University, or whilst on official business of or 

representing the University, without just excuse which:  

a) Constitutes a breach of any statute, regulation or rule of the University; or 

b) Constitutes a failure or refusal to comply with any punishment or order 

imposed or made under these rules; or 

c) Constitutes a failure or refusal to obey a lawful order; or 

d) Constitutes conduct that tends to bring the University or any part of it or a 

member of its staff or a student or any part of its student body into contempt 

or disrepute; or 

e) Interferes with the governance and proper administration of the University; or 

interferes with the conditions necessary for teaching, learning or research. 

15.4 Principles 
 

15.4.1 General Conduct 

Depending on the context, employees and students may be seen to be representing 

Pwani University and should, at all times, act with due care, consideration and 

responsibility on all Social media fora. Particularly, 

1. Users may not make official statements on behalf of the University unless 

they are duly authorized to do so. In the case of an emergency or crisis 
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involving the University or members of the University Community in their 

capacity as such, all communication will happen under the auspices of Pwani 

University Communications Services. 

2. Users may engage in good faith, in the best interests of the University and 

with the care and skill that can reasonably be expected from a person with his 

or her knowledge and experience. 

 

15.4.2 Value-based conduct 

It is expected that users reflect the core values of the University in any social media 

activity. These are to always act ethically, respectfully and responsibly as indicated in 

the table below: -  

S/N Conduct Promoting Preventing 

1 Ethical 

Conduct 

a) In letter and in spirit, 

the rules of the 

University and laws of 

the country 

b) Ethical treatment of 

people 

c) Ethical use of resources 

a) Violation of confidentiality 

 

2 Respectful 

Conduct 

a) Human rights and social 

responsibility 

b) Equity and equal 

opportunity 

c) Academic freedom and 

freedom of expression 

d) Trustworthiness 

e) Integrity 

f) Fairness 

g) Courtesy 

a) The abuse of power 

b) Gender, racial and other 

forms of harassment 

c) Disrespect for persons 

and property 

d) Discrimination on the 

basis of race, gender, 

religion, disability, 

gender orientation or age 

3 Responsible 

Conduct 

a) Transparency 

b) Inclusivity 

c) Accountability 

d) Good practice 

e) Mutual responsibility 

for maintenance of an 

ethos and 

environment 

conducive to safety 

f) Security and well-

being 

a) Misuse of personal and 

university information 

and property and the 

name of the University 

b) Improper conflicts of 

interest 

c) Practices threatening 

safety, security, health or 

well- being 

d) Political action 

which impinges on 

the rights of others 
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15.5 Roles and Responsibility 

The relevant social media representatives are the first point of referral for all enquiries 

regarding a particular social media post or account since content is generated from 

multiple sources. The Pwani University community are advised to contact or refer 

questions to this person as a first step. 

 

Should there be a likelihood of reputational or brand risk, users are advised to 

contact Marketing and Communications for comment/review. 

 

15.6 Academia 

All academics and research experts are encouraged to engage in public debate and to 

contribute to the public and digital spheres through commentary within their respective 

areas of expertise and are encouraged to liaise with the ICT Manager in order to 

ensure effective coverage and to limit any possible negative publicity. 

 

15.7 Students and Staff 

Students and staff who require a social media presence with regards to Pwani 

University or its affiliates are requested to contact the ICT Manager to assist with best 

practices and to approve branding and the use of Corporate Identity for the channels. 
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16. WEBSITE POLICY 
 

16.1 Definitions of Terms 

Applet: A small application program that can be called up for use while working 

in another application. 

Application: A computer program used for a particular type of job or problem. 

Department: A functional unit within the University. 

Domain: The URL used to access a website. 

Footer: A line of information placed at the end of a web page for purposes of 

identification. 

Head of Department: The person in charge of a department. 

Homepage: The initial page of a website on the World Wide Web. 

Navigation: The main links on a website that aid in traversing the website by its 

hierarchical structure. 

Plug-in: Accessory software package that is used in conjunction with an existing 

application to extend its capabilities or provide additional functions. 

Social Media: Online forms of communication, which include blogs, microblogs such 

as Twitter and social networking sites such as Facebook. 

Sub-domain: A child of a domain. 

Template: The pattern and layout of a web page. 

URL: Uniform Resource Locator: a protocol for specifying addresses on the Internet. 

User: A person who accesses the website with the purpose of getting information. 

Web page: A single, usually hypertext document on the World Wide Web that can 

incorporate text, graphics, sounds, video or other digital assets. 

Web server: A computer that makes web services available on the Internet. 

Website: A collection of related web pages containing images, videos or other digital 

assets. 

Website Representative: The person in charge of a departmental website. 

Website Management Committee: A committee appointed by the Vice Chancellor, 

in charge of the University Website. 

 

16.2 Introduction 

Pwani University (PU) website is becoming a major source of information for the 

University community and external users. For this reason, it has become necessary 

for the University to put in place measures that promote its management and use to 

enhance her presence in the World Wide Web. 

 

16.3 Objectives of Policy 

The main objective of this policy is to govern the design, development, maintenance 

and management of cohesive and consistent user-friendly website and pages across 

the University. It will help students, staff and other external users to achieve their 

online goals easily and efficiently. 

 

16.4 Scope of Policy 

This policy governs web-based documents made available via the PU domain 

www.pu.ac.ke and its sub domains. 

 

16.5 Policy Statement 

a) The PU website aims to provide accurate, useful and timely information 

on all aspects of the University’s activities to both members of the 

http://www.jkuat.ac.ke/
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University and external users. 

b) Users of University web resources will not make use of, or publish, material 

that is  obscene, libelous or defamatory or in violation of any right of any 

third party.  

c) Users of University web resources will not publish material which would 

bring the name of PU into disrepute 

d) All pages within the University website will conform to the University’s ICT 

security policies 

e) The design of all University web pages will conform to the technical 

and design requirements developed by the University’s Web 

Management Committee. 

 

16.6 Responsibility for Web Pages 

a) The website shall be under the authority of the Vice chancellor.  

b) The website will be managed by the web administrator supported by a team 

of graphic designers, web developers and content creators. 

c) The above team shall report to the technical subcommittee of ICT 

committee on monthly basis.     

 

16.6.1 Website Content 

a) Each Departmental head is responsible for legal compliance, accuracy, 

timeliness and completeness of the content on their web pages. They must 

take every reasonable care to ensure this. 

b) Each Departmental head/ Project leads should periodically audit (at least once 

every 3 months) content of their web pages for data accuracy, 

appropriateness and legal compliance. 

c) The ICT committee shall monitor maintenance of the following pages on 

the University website: 

d) Global and local home pages 

e) Index pages for Campuses, Schools, Departments, Courses, Research 

and staff 

f) Contact pages, people finder and search facilities 

 

g) Heads of Academic and administrative units including other service areas will 

designate one person as Website representative, whose name will be notified 

to ICT Committee, as having responsibility for maintaining their respective 

web pages. 

h) However, if the pages are found not to be compliant with all other aspects, the 

ICT Committee will recommend their removal from the University website. 

Chairpersons of all student societies and clubs and student committees will be 

responsible for legal compliance and content.  

       

16.7 Website Design and Maintenance 

Website for all Departments are approved by the Website Management Committee with 

Departments concerned contributing significantly to the design concepts for their 

website and being entirely responsible for their content 

For purposes of branding, the design of web pages shall take the following form 

PU HEADER (Section A) 

NAVIGATION MENU (Section A) 

https://www.tcd.ie/webdesign/committee/index.php
https://www.tcd.ie/webdesign/committee/index.php
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a) Web pages of sections shall be designed and maintained centrally in 

consultation with the functional area concerned 

b) All web s i t es  must use the above template as supplied by the University 

Website Management Committee. 

c) Departmental heads must ensure that University's target audiences are 

identified, acknowledged and their preference for relevant, understandable 

information is accommodated in their pages. 

d) All homepages will reinforce key University messages, which can be 

obtained in the University strategic plan. 

All the Departmental pages must display the following information on the first page: 

a )  The name of the department  

b) Contact information 

c) Copyrights should be included on the University website. 

 

16.8 Website content management 

Departmental heads are responsible for the management of t h e i r  web pages. It is 

required that obsolete information be removed and outdated information be updated 

on a regular basis. 

 

16.9 Writing and Exporting Web Pages 

a) External companies/individuals writing web pages on behalf of University 

staff or Departments or students are not given direct access to the University 

server. Writing pages to the University server is the responsibility of the 

University Department on whose behalf these web pages are written. These 

pages must therefore conform to all policy, technical and design requirements 

of University web pages. 

b) All pages written for the University web should be readable on standard 

versions of browsers. For a stable website environment, the use of scripts, 

databases, processes, utilities or applications is limited. Approved languages 

include Hyper Text Markup Language (html), Extensible Hyper Text Markup 

Language (xhtml) and Cascading Style Sheets (CSS). 

 

16.10 Navigation 

a) All web pages in a website must provide navigational links that appear and 

behave in a consistent fashion. 

b) All web pages must incorporate the template search tool as supplied 

by the University Website Management Committee. 

c) All web pages must include the following information when linking to 

information, resources or services that may require a plugin or separate 

application: file format, file size, and provide a link to the applet, plugin or 

application. 

d) All University Departments must ensure that their pages are listed in the 

University's Contact directory. 

 

16.11 Accessibility 

a) All web pages must meet accepted world-class standards as detailed on World 

Wide Web Consortium's Web Content Accessibility Guidelines Version 2.0 

SLIDER (Section B) 

CONTENT (Section C) 

FOOTER (Section D) 



70 | P a g e  
 

found at  http://www.w3.org/TR/WCAG20/ 

b) Departmental heads are responsible for ensuring that requests for assistance in 

accessing information within their areas are expedited. 

 

16.12 Advertising  

The University’s Web pages must not be used for commercial, non-mission-related 

purposes. 

 

16.13 Registration of Web Servers 

The University All PU web servers must be registered with the PU Website 

Management Committee.  

 

16.14 Applicability and Exceptions 

This policy is generally applicable to all websites hosted on the University’s domain 

or directly associated with the PU website. If an individual or group feels that they 

are unable to meet the requirements of this policy for any reason, be it technical, legal, 

logistical, or other, they may choose to request either an exemption to the policy or 

a review in policy. Such requests should be sent to the Vice Chancellor. 

 

 

 

  

http://www.w3.org/TR/WCAG20/
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17 INFORMATION SECURITY AND MANAGEMENT SYSTEMS POLICY 
 

17.1 Definition of Terms 

Information Security Management System (ISMS): a systematic approach to managing 

sensitive University information so that it remains secure. It includes people, processes 

and IT systems by applying a risk management process. 

Information Security Supporting Principles: a set of principles that the policy domains 

are described in section 17.5.2. 

 

17.2 Introduction 

Pwani University is committed to managing information security in accordance with 

University policies and relevant laws and regulations. 

 

17.3 Objectives of Policy 

This policy outlines how Pwani University manages and mitigates security risks to 

safeguard the confidentiality, integrity and availability of University information and 

communication technology assets and environment. 

 

17.4 Scope of Policy 

This policy applies to the University as whole, employees (regardless of their mode of 

employment) of Pwani University and its controlled entities. This policy also applies to 

contractors, service providers and other members of the University’s supply chain who 

are provided access to the University systems or data as required delivering contracted 

services. 

 

17.5 Policy Statement 

Pwani University is committed to the secure management of information and systems 

utilizing a policy framework based on the international standard for security 

management systems - ISO 27001. The University will manage information security 

risks and controls to the extent that there are clear financial benefits to the University. 

 

17.5.1 Information security principles 

Pwani University has adopted the following high-level Information security principles 

to establish a sound foundation for information security policies, procedures and 

practices. These principles are: 

a) Information, in whatever form, is of fundamental importance to the University 

and as such the University shall manage information security within a 

framework based on ISO 27001. 

b) Information security risks are managed, taking into account broader University 

objectives, strategies and priorities. A risk management approach is used to 

identify, evaluate and mitigate risks for the University’s systems and 

information assets 

c) The requirements of the ISO 27001 Standard, and therefore this policy are based 

on the following three elements of information security: 

i. Confidentiality: ensuring that information shall be accessible only to those 

authorized to have access 

ii. Integrity: safeguarding the accuracy and completeness of information and 

processing methods, and 

iii. Availability: ensuring that authorized users shall have access to information and 

associated assets when required. 
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Pwani University’s management will actively support information security within the 

organizational culture through clear direction, demonstrated commitment, explicit 

assignment, and acknowledgment of information security responsibilities. This will 

ensure information security management is embedded in University activities and 

processes. 

 

Continuity of operations will be heavily dependent upon the confidentiality, integrity 

and continued availability of information and the means by which it is gathered, stored 

and processed, communicated and reported. 

 

17.5.2 Supporting policy domains 

This policy has defined 15 policy domains aligned with ISO 27001:2013 as listed 

below. These domains are subject areas in which management controls are defined, 

applied and governed by one or more local ICT department documents and are 

contained in the Information Security Management System (ISMS). The following 

table describes these domains. 

 

Domain Summary 

Information Security 

Management System 

(ISMS) 

The ISMS provides the framework of principles, policies, 

standards and guidelines for the effective management of 

IT Security Risk. 

Access controls Methods and controls to manage logical access to 

sensitive data to protect confidentiality of information as 

well as integrity and availability requirements. Access 

requirements are assessed against the Pwani University 

Information Systems Access Control Policy in Chapter 

11.0 of PU ICT handbook. Access to University 

information and systems must be: 

• attributable to a uniquely identifiable individual 

who is responsible for actions performed with 

their system account  

• based on the requirements of the individual's 

role 

• managed by passwords, according to 

Information and Communication Technology 

Passwords Procedure, formally authorized by 

asset owners, routinely revalidated and removed 

if no longer required    

Communications 

Security 

Methods and controls to manage the secure transmission 

of information to ensure confidentiality of sensitive data 

and to minimize the risk of data loss or leakage. 

Systems and networks will be segregated according to 

their respective information security risks and use 

appropriate control mechanisms such as 

firewalls/gateways, physical isolation and encryption. 

Operations Security Methods and controls that balance the need for IT 

Operations professionals to have privileged access to 

systems and networks with the requirement to maintain 

secure access and confidentiality of data. Management 

and operation of computers and networks shall be, 
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commensurate with the business risk and value of the 

information assets. Access into networks will be granted 

on an individual user and application basis using 

authorized devices and secured pathways. 

Physical and 

Environmental 

Security 

Appropriate physical controls shall protect information 

assets against loss, physical abuse, unauthorized access 

and environmental hazards. These will include perimeter 

security controls, physical access controls, intruder 

detection controls, fire, and flood and power protection 

controls.     

Supplier 

Relationships 

The University will implement security controls and 

processes to manage supplier access to information 

assets. Suppliers and vendors will be given access 

privilege only at the level required to deliver contracted 

services and contracts must comply with information 

security policies. 

Systems Acquisition 

and Secure 

Development 

Information security controls will be specified and 

included as an integral part of the software development 

and implementation process. Security requirements will 

be identified prior to the development or procurement of 

IT systems, documented in business requirements, 

validated and tested prior to implementation, and 

regularly throughout the systems lifecycle.  

Cryptography Methods and controls for ensuring data will be secured 

during transmission, or storage through appropriate 

encryption processes. Includes methods and processes for 

managing keys, software and other artefacts.  

Incident 

Management 

The University will apply a consistent and effective 

approach to the management of information security 

incidents. Procedures that define the course of action 

when a security incident is identified will be documented 

and made available to all employees.  

Business Continuity The application of business continuity management shall 

minimize disruption to PU operations, defining the 

approach to resilience, disaster recovery and general 

contingency controls. Continuity plans shall align with 

the University’s Business Continuity Management 

Framework. 

Human Resources The University will establish processes and 

responsibilities relating to information security during 

the recruitment process, employment and separation. 

Security  checks will be conducted prior to 

employment, and all employees will receive security 

awareness training upon induction, and at least annually 

thereafter. 

Project Management 

 

Project proposals must include a high-level risk 

assessment and review of the types and confidentiality 

levels of information the project will utilize and manage. 

New systems will be reviewed by the Information 
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Security Officer prior to implementation via the change 

management process. 

Asset Management IT assets, including hardware, software and data shall be 

identified and classified, and asset inventories shall be 

maintained. The University will dispose of public records 

in accordance with the University's Retention and 

Disposal Schedules, as recommended in PU Back up 

retention policy. 

Data Assurance The University will ensure that all reasonable steps are 

taken to monitor, review and audit information security 

effectiveness. This will include the assignment of 

security roles, maintenance of policies and processes and 

reporting of non-compliance.  

Data Breach 

Reporting 

The University has formal processes in place to manage 

a data breach and the  mandatory notifications that are 

required under Information Systems Incidence 

Management Policy (Chapter 13) 

 

17.5.3: Data Protection Policy Statement    

Pwani University is committed to protecting the rights and privacy of individuals 

(including students, staff, and partners) in accordance with the Data Protection Act and 

other relevant legal frameworks. The University shall ensure that all personal data is 

processed lawfully, fairly, and in a transparent manner. To fulfill this commitment, the 

University adheres to the following core data protection principles: 

a) Lawfulness, Fairness, and Transparency: Personal data shall be processed only 

with a valid legal basis, and data subjects shall be informed about how their data 

is being used. 

b) Purpose Limitation: Data shall be collected for specified, explicit, and 

legitimate purposes and not further processed in a manner that is incompatible 

with those purposes. 

c) Data Minimization: The University shall only collect and process personal data 

that is adequate, relevant, and limited to what is necessary for the intended 

purpose.Accuracy: Every reasonable step must be taken to ensure that personal 

data is accurate and, where necessary, kept up to date. 

d) Storage Limitation: Personal data shall be kept in a form which permits 

identification of data subjects for no longer than is necessary for the purposes 

for which the personal data is processed. 

e) Integrity and Confidentiality: Using the technical and organizational measures 

outlined in sections 17.5.1 and 17.5.2, the University ensures protection against 

unauthorized or unlawful processing and against accidental loss, destruction, or 

damage. 

f) Accountability: The University accepts responsibility for demonstrating 

compliance with these principles through documented audits, impact 

assessments, and the appointment of a Data Protection Officer where required. 

g) All employees and third-party contractors are required to report any suspected 

personal data breaches immediately in accordance with the Data Breach 

Reporting domain (Section 17.5.2) to ensure timely notification to regulatory 

authorities and affected individuals. 
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18. EMPLOYEE PRIVACY POLICY 

The privacy and security of the personal data collected from staff is a priority to Pwani 

University. PU is committed to respecting the privacy of all its employees and of the 

personal information collected in order to carry out its purposes, functions and 

activities. 

 

18.1 Definitions 

Personal information is information or an opinion (whether recorded in a material form 

or not) about an individual whose identity is apparent or can reasonably be ascertained, 

from the information or opinion. 

Sensitive information is a special category of personal information. It is information or 

an opinion about an individual: 

a) Racial or ethnic origin 

b) Religious beliefs or affiliations 

c) Philosophical beliefs 

d) Membership of a professional or trade association 

e) Membership of a trade union 

f) Sexual preferences or practices 

Sensitive information also includes health information about an individual; or genetic 

information about an individual that is not otherwise health information. 

 

18.2 Introduction 

In this Policy, collection, access, use and protection of employee data is described. 

 

18.3 Policy Objectives 

This policy sets out Pwani University commitment to respecting privacy and how that 

commitment is to be carried out. 

 

18.4 Policy Statement 
 

18.4.1 Collection of Personal/Sensitive Information 

PU will only collect personal/sensitive information that is necessary and incidental to 

the University’s purposes, functions and activities. PU will collect personal information 

about an individual only by lawful and fair means and not in an unreasonably intrusive 

manner. So far as it is reasonably practicable to do so, information collected will be 

directly from the individual concerned or members of their immediate family. PU will 

take reasonable steps to ensure that an individual is aware of the purposes for which the 

information is collected. 

 

PU will not collect sensitive information without the employees’ consent unless the 

collection of such information is required under law. PU collects personal information 

from/about past, current and prospective employees (including casuals), students, 

parents/guardians of students, benefactors and external contractors. Personal 

information that PU collects includes: 

i. Names 

ii. Identification Numbers 

iii. Addresses 

iv. Email Addresses 

v. Telephone Numbers 
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vi. Emergency Contacts 

vii. Photographic Identification 

viii. Medical Information 

ix. Personnel administrative information, such as education and qualifications, 

courses, competence profile, job responsibilities 

x. Salaries and pensions, information relevant to payroll  

xi. Bank details. 

xii. Tax information 

xiii. And any other information that may be relevant to the Human Resource 

 

18.4.2 Use and Disclosure of Personal Information 

 

a) Use of Personal/Sensitive Information 

The primary purpose of collecting personal information is to enable PU to carry 

out its purposes, functions and activities. PU will not disclose personal 

information to third parties without the consent of the individual, except where 

the disclosure is required under law or for any other authorized reason. 

b) Access to Personal Information 

PU will provide access to personal information under: 

i. Legislative Obligations 

ii. Individual Consent Arrangements 

iii. Request by the individual to access their own file (to the extent allowed 

under the NPPs) 

iv. PU staff will only be provided with access to personal information 

where it is a necessary function of their role. 

c) No Consent Provided 

PU will only collect information without the consent of the individual or their 

parent/guardian where it is impracticable to gain such consent 

d) Removal of Information 

PU will take reasonable steps to protect the personal information it holds from 

misuse and loss and from unauthorized access, modification or disclosure. 

 

PU will take reasonable steps to destroy or permanently de-identify personal 

information if it is no longer needed for any purpose for which the information was 

provided. All reasonable steps will be taken to destroy or permanently de-identity 

personal information if it is no longer needed for any purpose. 

 

18.4.3 Staff Obligations 

If a staff member collects, uses, discloses or handles personal information on the 

University’s behalf, the staff member must only collect, handle, use, disclose and store 

the information for the agreed purposes only. It is expected that any such information 

or documents shall be regarded as confidential and shall remain the property of the 

University at all times. Therefore, such information or documents shall not be copied, 

transmitted, disclosed or communicated to any person or external entity not authorized 

to access such documents or information. 

 

18.5 Privacy Complaints Handling Procedure 

If an individual considers that there has been a breach of this policy, a written complaint 

must be forwarded to the Deputy Vice Chancellor, Administration, Finance & Planning 

(DVC AFP). The complaint must specify details of the apparent breach in writing. 
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The DVC AFP will undertake to investigate the alleged breach and make a 

determination on a complaint after receipt of the complaint. The complainant will be 

advised of the outcome in writing. If the DVC AFP determines that there has been a 

breach of the policy he or she will advise the relevant PU employees, who are directly 

involved, of the outcome including any action required in order to remedy the breach. 

PU will endeavor to assure confidentiality in relation to all complaints and matters will 

only be discussed with relevant staff members who are involved in the complaint. 
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19. USES OF COMPUTER FACILITIES POLICY 
 

19.1 Introduction 

The computing facilities at Pwani University are provided for use by students, faculty 

and staff. All computer users are responsible for using the facilities in an effective, 

efficient, ethical, and lawful manner. 

 

The computing facilities are for the purpose of advancing the academic goals of 

learning, teaching, research, innovation and community outreach and for assisting in 

administrative operations which support these goals. It is the responsibility of all users 

to ensure that they are not wasting the resources, interfering with the work of others or 

breaching applicable policies and legislation. 

 

19.2 Definition of terms 

Computing facilities are any computer, computer-based network, computer peripheral, 

operating system, software or any combination thereof, owned by the University or 

under the custody or control of the University. Equipment and software purchased from 

research funds administered by the University are owned by the University unless 

otherwise specified in the research grant or contract. 

 

Misuse of computing facilities: Theft of computer time, abuse of computer access, 

unauthorized use of computing facilities and any other violation of Pwani University 

ICT policies and guidelines. 

 

19.3 Policy Objective  

This policy describes appropriate use of computing facilities. It also clarifies what 

constitutes misuse of computing facilities at Pwani University and related 

consequences.  

 

19.4 Policy Statement 

 

19.4.1 Acceptable Use of computing facilities 

i. Use of computing facilities for regular University duties and assignments. 

ii. Use of computing facilities for their intended purposes. 

iii. Authorized use of computing facilities. 

iv. Use of computing facilities in a way that enhances performance of duties, care 

for and protection of computers and networks, and sensitivity to the rights of 

other parties. 

v. Reasonable use of computing facilities characterized by among others: 

installation of authorized software, consultation with authorized staff while 

reconfiguring devices, and seeking advice and support from authorized ICT 

officers while in doubt about the right thing to do. 

vi. Adhering to user manuals and maintenance schedules for computing facilities. 

vii. Adhering to policies and guidelines related to use of computing facilities. 

 

19.4.2 Misuse of computing facilities 

Misuse of computing facilities refers to theft of computer time, abuse of computer 

access, unauthorized use of computing facilities and any other violation of Pwani 

University ICT policies and guidelines. 
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Examples of misuse include, but are not limited to, the activities in the following list. 

a) using the campus network to gain unauthorized access to any computer 

system. 

b) knowingly or carelessly performing an act that will interfere with the normal 

operation of computers, terminals, peripherals, or networks. 

c) knowingly or carelessly running or installing on any computer system or 

network, or giving to another user, a program intended to damage or to place 

excessive load on a computer system or network. This includes, but is not 

limited to, programs known as computer viruses, Trojan Horses, and worms 

as well as programs that utilize a disproportionate amount of available network 

bandwidth. 

d) attempting to circumvent data protection schemes or uncover security 

loopholes. This includes creating and/or running programs that are designed 

to identify security loopholes and/or intentionally decrypting secure data; this 

also includes programs contained within an account or under the ownership of 

an account that are designed or associated with security cracking. 

e) deliberately wasting/overloading computing resources; this includes, but is not 

limited to, printing multiple copies of a document or printing out large 

documents that may be available online that could significantly impact other 

users’ printing resources. 

f) sending unsolicited email messages to more than 15 individual recipients; if 

legitimate messages need to be sent to large groups of people such as classes, 

clubs, or other administrative groups, then distribution lists must be properly 

requested and utilized. 

g) Moving large files across networks during peak usage periods or prime hours 

such that it degrades resource performance, prime hours will be considered to 

be Monday through Friday from 8 am to 5 pm. 

h) storing large files on the systems that could compromise system integrity or 

preclude other users’ right of access to disk storage; systems administration 

staff may remove or compress disk files that are consuming large amounts of 

disk space, with or without prior notification. 

i) using an account for any activity that is commercial in nature, i.e., paid for by 

non-University funds; commercial activities include, but are not limited to, 

consulting, typing services, and developing software for sale. 

j) posting on electronic bulletin boards materials that violate existing laws or the 

University's codes of conduct. 

k) displaying sexually explicit, graphically disturbing, or sexually harassing 

images or text in a public computer facility, or location that can potentially be 

in view of other individuals. 

l) attempting to monitor or tamper with another user's electronic 

communications, or reading, copying, changing, or deleting another user's files 

or software without the explicit agreement of the owner; files owned by 

individual users are to be considered private property, whether or not they are 

accessible by other users. 

m) installing unauthorized devices to the campus network without prior approval; 

this includes, but is not limited to, the installation of network server computers 

(machines configured to provide file/print sharing services, DHCP services, 

DNS services, WINS services, web page services, etc.), network appliances, 

network workstations, miscellaneous internet protocol devices. 
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n) Activities will not be considered misuse when authorized in writing by 

appropriate University officials for academic or administrative purposes. 

 

19.5 Violations 

Violations of this policy will be dealt with in the same manner as violations of other 

University policies and may result in disciplinary review. In such a review, the full 

range of disciplinary sanctions is applicable including the loss of computer use 

privileges. PU employees are responsible for understanding and observing the 

provisions of this policy. 
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20. ICT DISASTER RECOVERY & BUSINESS CONTINUITY PLAN 
 

20.1 Definition of Terms 

“For the purposes of this plan a Disaster is defined as loss or damage of part or all of 

the   University’s ICT Infrastructure, which would have a high, or very high, business 

impact on the    University.”  

Disaster, includes the following: 

a) Total loss of one site, (i.e. due to fire damage) 

b) Loss or technical failure of one or more network servers 

c) Loss or technical failure of network infrastructure i.e. 

hub/switch/router/commas link 

d) Loss or technical failure or Voice Infrastructure, (telephone system) 

e) Extended loss of electrical power 

f) Failure of a key software system 

 

20.2 Introduction 

The   Information and Communication Technology department shall maintain a disaster 

recovery plan that addresses information resources so that the effects of a disaster will 

be minimized and the institution will be able to either maintain or quickly resume 

critical functions of the University. This is due to the fact that staff and students at the 

University all rely heavily on the ICT infrastructure and services to accomplish their 

work and as an integral part of the teaching, learning, research and services 

environment. 

 

ICT services are therefore considered a critical component in the daily operations of the 

University. This requires a comprehensive Disaster Recovery Plan to assure that these 

services can be re-established quickly and completely in the event of a disaster of any 

magnitude.  

 

20.3 Objectives of Policy 

This Disaster Recovery Plan (DRP) serves  as a guideline   for PU Information and 

Communication Technology (ICT) Services management and staff in the recovery and 

restoration of the information and communication technology systems and services in 

the event that a disaster occurs. The fundamental goal is to allow basic business 

functions to resume and continue until such time as all systems can be restored to pre-

disaster functionality. This includes: 

a) Preventing the loss of the organization’s resources such as physical ICT assets, 

software and data/information 

b) Minimizing downtime related to ICT 

c) Keeping the business running in the event of a disaster 

 

20.4 Scope of Policy 

The PU ICT DRP takes all of the following areas into consideration: 

a) Network Infrastructure 

b) Servers Infrastructure 

c) Telephone System 

d) Data Storage and Backup Systems 

e) Data Output Devices 

f) End-user Computers 

g) Organizational Software Systems 
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h) Database Systems 

i) ICT Documentation 

This DRP does not take into consideration any non-ICT, personnel/Human Resources 

and real estate related disasters. For any disasters that are not addressed in this 

document, they should be covered in the business continuity plan of the University. 

 

20.5 Policy Statement 
 

20.5.1   Business Impact Analysis 

A business impact analysis was done for key systems. The impact of an outage on the 

operations of the university and the chance of a long-term outage taking place is 

described below: 

 

Table 1: Critical University Systems and infrastructure 

ICT 

System/Service 

Impact Risk of Long-

term outage 

Notes 

University Mail 

System 

High Low Backups quickly 

restored 

University 

Student 

Information 

System  

Very high Low Backups quickly 

restored 

Accounting 

System 

Very high Low Managed by 

consultant. 

University HR 

System 

Low Low Backups quickly 

restored 

Internet services High Average No adequate 

backups for fiber 

links to town, 

repairs can take 

time. 

Domain controller Low Low Backups quickly 

restored 

Library 

Information 

System 

Low Low Backups quickly 

restored 

Exam system High Low Backups quickly 

restored 

ICT Asset 

Tracking system 

Low Low Backups quickly 

restored 

Payroll system High Low Backups quickly 

restored 

 

20.5.2   Backup Strategy for Key Systems 

Key business systems and the agreed backup strategy for each underlying system are 

listed in the table below. A backup log is kept on the backup servers as well as on the 

backed-up host. 

 

SN Host Name Strategy 

1.  pu.ac.ke VM Backup kept / Nightly Data/DB Backup 
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2.  library.pu.ac.ke VM Backup kept / Nightly Data/DB Backup 

3.  staff.pu.ac.ke VM Backup kept 

4.  student.pu.ac.ke Nightly DB Backup / Weekly VM backup 

5.  admissionletter.pu.ac.ke Nightly DB Backup / Weekly VM backup 

6.  sed.pu.ac.ke VM Backup kept 

7.  support.pu.ac.ke VM Backup kept 

8.  soma.pu.ac.ke VM Backup kept 

9.  shss.pu.ac.ke VM Backup kept 

10.  shhs.pu.ac.ke VM Backup kept 

11.  exams.pu.ac.ke Nightly DB Backup / Weekly VM backup 

12.  spas.pu.ac.ke VM Backup kept / Nightly Data/DB Backup 

 

20.5.3   Risk Management 

There are many potential disruptive threats which can occur at any time and affect the 

normal business process. We have considered a wide range of potential threats. A 

number of potential environmental disaster or emergency situation has been examined. 

The focus here is on the level of business disruption which could arise from each type 

of potential disaster. 

 

Potential disasters have been assessed as follows: 

Potential Disaster Probability 

Rating   

Impact Rating  Consequences & 

Remedial Actions 

Flooding 2 2 All critical equipment is 

located on 1st 

Floor. A raised 

floor has been 

installed to 

prevent damage 

to equipment due 

to 

flooding. Other 

critical systems 

located in a 

Tier-3 data 

center in Pwani 

University 

Fire 2 3 Fire detection and 

suppression equipment 

in all server rooms has 

been installed. 

Earthquake 1 2 Backups kept off-site for 

all critical systems. 

A safe could be purchased 

to create a safe 

data vault for long term 

backups. Chances 

of earthquake are minor. 
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Electrical storm 3 2 Power systems are 

earthed/grounded in 

most locations and UPS 

system have been 

procured for key 

infrastructure and 

locations. 

Act of terrorism 1 2 Monthly backups to be 

kept off-site for all 

Critical systems. A safe 

could be purchased 

to create a safe data vault 

for long term 

backups. 

Act of sabotage 2 2 Backups to be kept off-

site for all critical 

systems ensuring that 

restoration of 

services are possible. 

Electrical power 

failure 

4 2 Redundant UPS array 

together with auto 

standby generator that is 

tested weekly & 

remotely monitored 24/7. 

UPSs also 

remotely monitored. 

Loss of 

communications 

network services 

 

3 2 Two diversely routed 

fiber links from backup 

link to be procured in 

2021. Key 

systems located in data 

center in Lusaka. 

Theft 2 3 Fingerprint readers for 

server rooms as well 

as cameras to protect key 

assets. 

System crash 4 1-5 Depending on the systems 

affected the 

impact of a system crash 

affects the 

university differently. 

Backup procedures 

are setup for each system 

to ensure smooth 

recovery of operations 

 

Probability:  1=Very Low, 5=Very High  

Impact: 1= Minor annoyance 5 = Total destruction 
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20.5.4 Emergency Response / Recovery Strategies 

20.5.4.1   Plan Triggering Events 

a. Key trigger issues that would lead to activation of the DRP are: 

b. Flooding of the premises 

c. Loss of the building 

d. Crash of business-critical systems such as listed in table 1. 

e. Theft of key data or infrastructure 

Events that do not trigger the DRP include: 

a) Total loss of power 

b) Total loss of communication 

20.5.4.2   Activation of Emergency Response Team 

When an incident occurs the Emergency Response Team (ERT) must be activated. The 

ERT will then decide the extent to which the DRP must be invoked. All employees will 

be issued with ICT contact details to be used in the event of a disaster on a bi-annual 

basis by the ICT Manager. 

Responsibilities of the ERT are to: 

a) Respond immediately to a potential disaster. 

b) Assess the extent of the disaster and its impact on the business, data center, 

etc. 

c) Decide which elements of the Disaster Recovery Plan should be activated. 

d) Establish and manage disaster recovery team to maintain vital services and 

return to normal operation. 

e) Ensure relevant stakeholders are notified and allocate responsibilities and 

activities as required. 

The emergency response team’s responsibilities include: 

a) Restore key services within the shortest period possible. 

b) Coordinate activities with disaster recovery team. 

20.5.4.3   Emergency Recovery Team 

 

ROLE NAME REPLACEMENT 

Systems recovery  Systems Administrator  Systems Administrator 

Database/In house 

Software recovery 

 Network Administrator  ICT Technician 

Network recovery  Network Administrator ICT Technician 

20.5.4.4   Emergency Recovery Team 

 

ROLE NAME REPLACEMENT 

ERT Management 

Contact 

DVC Administration, 

Finance & Planning 

Registrar Administration & 

Planning 

ERT Team lead  ICT Manager Network Administrator 

Communication lead Systems Administrator  ICT TECHNICIAN 

 

20.5.5   Emergency Alert, Escalation and DRP Activation 

This policy and its procedure have been established to ensure that in the event of a 

disaster or crisis, personnel will have a clear understanding of who should be contacted. 
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Procedures have been addressed to ensure that communications can be quickly 

established while activating disaster recovery. 

The disaster recovery plan will rely principally on key members of management and 

staff who will provide the technical and management skills necessary to achieve a 

smooth technology and business recovery. Suppliers of critical goods and services will 

continue to support recovery of business operations as the university returns to normal 

operating mode. 

 

20.5.6 Emergency Alert 

The Emergency Response Team (ERT) is responsible for activating the DRP for 

disasters identified in this plan. This is in addition to an event of any other occurrence 

that affects the university’s capability to perform normally. 

 

20.5.7 Contact with Employees 

Deans, Directors and Managers will serve as the focal points for their respective 

schools/sections/departments, while designated employees will call other employees to 

discuss the crisis/disaster and the company’s immediate plans. Employees who cannot 

reach staff on their call list are advised to call the staff member’s emergency contact to 

relay information on the disaster. 
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21. ARTIFICIAL INTELLIGENCE POLICY 
 

21.0 Introduction 

This policy establishes a unified framework for the ethical, transparent, and responsible 

use of Artificial Intelligence (AI) and Generative AI (GAI) systems across Pwani 

University. The goal is to uphold academic integrity, protect data security, and foster 

innovation while providing practical guidance for students, staff, and partners. 

The policy applies to all students, academic staff, researchers, administrative staff, 

visiting scholars, and contractors. It governs use of AI in learning, teaching, research, 

innovation, administration, and commercialization. 

Violations of this policy shall be addressed under: 

a) Academic Integrity Regulations for students. 

b) Research Misconduct Procedures for researchers. 

c) Human Resource and Disciplinary Policies for staff. 

 

21.1 Definition of terms 

a) Artificial Intelligence (AI):  Computational systems designed to perform tasks 

that require human intelligence, including but not limited to machine learning, 

large language models, generative AI, computer vision, and automated 

decision systems. 

b) AI-Assisted Work:  Any academic, research, or administrative output in which 

AI tools significantly contribute to generation of content, analysis, decision 

support, or automation. 

c) Generative AI:  AI systems capable of producing text, code, images, audio, 

video, or other content based on prompts or training data. 

 

21.2 Policy objectives 

a) Uphold Academic Integrity and Scholarly Standards: To Ensure that the use of 

AI tools does not compromise the originality, authorship, or honesty of 

academic work and research. 

b) Establish Ethical and Responsible Use: To Create a clear framework of 

principles and mechanisms of governance for  transparent and ethical 

application of AI across academic and administrative functions. 

c) Protect Intellectual Property and Data Privacy: To Safeguard the university's 

intellectual assets and ensure that all utilization of AI complies with the Data 

Protection Act (2019) and relevant privacy requirements. 

d) Promote Innovation and Efficiency: To enable the use of AI to foster creative 

problem-solving in innovation hubs and to enhance productivity in 

administration through automation and intelligent handling of documents. 

 

21.3 Policy Statement 
 

21.3.1 Guiding Principles 

a) All AI-assisted work at Pwani University shall adhere to these standards: 

b) Transparency & Disclosure: Users shall disclose the usage of AI tools, the 

extent of assistance, and the stage of work where AI was applied. Failure to 

disclose will be regarded as a misconduct. 

c) Human Oversight: AI shall materially contribute to work but cannot replace 

human critical judgment. Users shall remain responsible for the accuracy and 

integrity of outputs generated by AI 
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d) Academic Integrity: use of AI shall align with the University’s Academic 

Integrity Policy and existing protocols in research ethics. 

e) Data Protection: Use of AI shall comply with the Data Protection Act (2019). 

Personal or sensitive institutional data should not be processed through 

unauthorized AI systems. 

f) Fairness and Non-Discrimination: AI systems shall be evaluated for bias, 

exclusion, and disparate impact. 

g) Accountability: All use of AI shall be auditable, explainable where feasible, and 

subject to institutional governance. 

 

21.3.2 Integrated and Responsible Use of Artificial Intelligence 

This policy outlines the responsible use of AI and its practical value to different 

stakeholders. 

21.3.2.1 Learning  

Generative AI shall be used by students for personal tutorials concept summaries, and 

student queries tackling. This shall be geared towards enhancing self-paced learning 

and clarification of complex topics. 

21.3.2.2 Teaching  

Academic staff shall leverage AI to develop lesson plans, rubrics, and interactive 

scenarios, which reduces preparation time and supports inclusive pedagogy in line with 

CUE standards. 

21.3.2.3 Examination 

AI tools shall be used to support both the creation and the integrity of assessments. 

Faculty shall utilize AI to design formative assessments and rubric templates. However, 

to maintain academic standards, the use of AI in high-stakes examinations is strictly 

governed by course instructors, and any unauthorized or undisclosed submission of AI-

generated content is treated as academic misconduct. 

21.3.2.4 Research 

Researchers and postgraduate students shall utilize AI for synthesis of literature, 

ideation of data analysis, and generation of hypothesis to accelerate the preparatory 

phase of scholarly work.  

21.3.2.5 Innovation 

In the early stages of creative problem-solving, AI shall serve as a powerful 

brainstorming partner for innovators at the University’s incubation hubs. Users shall 

input problem statements and design constraints to generate a wide variety of concept 

variations and conduct thorough searches of prior art. This application shall foster a 

culture of ideation by significantly reducing the research overhead typically required to 

validate new ideas. 

21.3.2.6 Commercialization & Prototyping 

Transitioning from ideas to tangible products, project teams shall utilize AI to 

accelerate the "Innovation-to-Prototype Pipeline". By inputting technical parameters 

and user stories, innovators shall generate code snippets, 3D model suggestions, and 

initial technical manuals. This shall dramatically lower the costs of developing 
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Minimum Viable Products (MVPs) and help in identifying viable market paths while 

supporting intellectual property strategies. 

21.3.2.7 Software / IT 

For technical units, AI shall be integrated into development of software lifecycle to 

assist with programming and debugging. Developers shall use these tools to generate 

code and UI mock-ups, provided all outputs are reviewed and tested by qualified 

personnel to mitigate security vulnerabilities. This approach shall speed up iterative 

development while ensuring that the responsibility for deployed systems remains with 

human developers. 

21.3.2.8 Content Creation 

Marketing and e-learning units shall leverage AI to scale the production of institutional 

materials while maintaining a consistent voice. By providing key branding guidelines 

and script outlines as inputs, these departments shall efficiently draft press releases, 

social media posts, and video storyboards for engagement with the public. 

21.3.2.9 Document Handling 

Administrative productivity shall be enhanced through the use of AI tools designed to 

manage routine documentation. Staff shall produce executive summaries, structured 

reports, and standardized correspondence. This shall ensure consistency across 

university records and improve overall operational efficiency. 

21.3.2.10 Archiving & Retrieval 

The University Registry and Library shall employ AI-augmented systems to manage 

knowledge base of the institution. These systems shall process unstructured digital 

archives to auto-generate metadata and categorize documents, ensuring long-term 

preservation and enabling fast, context-aware information discovery for all users. 

21.3.2.11 Library Search Strategy 

To build advanced information literacy, the Library shall provide AI-enhanced tools to 

help researchers refine their search queries. By analyzing research topics, AI shall 

suggest optimized keywords and relevant databases, maximizing the utility of the 

University's subscribed resources. 

21.3.2.12 Chatbots for Service Desks 

Student support and registry services shall deploy AI-powered chatbots to provide 24/7 

automated responses to frequent inquiries. These bots shall use service catalogs and 

policy documents to resolve routine tasks, only escalating to human staff when 

necessary. This shall improve user satisfaction and reduce repetitive workloads. 

21.3.2.13 Support for Start-ups 

Student entrepreneurs at the Incubation Centre shall utilize AI to de-risk venture 

development at an early stage. The technology shall be used to generate business 

models, perform SWOT analyses, and draft investor pitch decks, hence accelerating the 

path to market for new start-ups. 
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21.4. Gender, Equity, and Prevention of AI-Enabled Digital Violence        

Pwani University is committed to ensuring that Artificial Intelligence is used in ways 

that uphold gender equality, human dignity, and a safe learning and working 

environment. The use of AI to facilitate digital violence, harassment, bullying, 

discrimination, or exploitation, particularly on the basis of gender or identity, is strictly 

prohibited. 

 

AI-enabled abuses which includes deep fakes, impersonation, gender-based 

harassment, hate speech, and non-consensual synthetic contentt shall constitute serious 

misconduct. All members of the university community have a duty to use AI 

responsibly, avoid reinforcing bias or harm, and report suspected misuse. 

The Institution shall provide confidential reporting mechanisms, victim support, and 

appropriate disciplinary action while promoting awareness, training, and prevention 

initiatives that foster ethical, inclusive, and safe AI use across the university.      

 

21.4.2 Prohibited Uses of AI 

The following uses of AI are strictly prohibited: 

a) Fabrication or falsification of academic or research data 

b) Plagiarism or misrepresentation of authorship 

c) Surveillance or profiling in violation of privacy rights 

d) Use of AI to deceive, impersonate, or manipulate individuals 

e) Use of AI systems that violate applicable laws or institutional policies 

 

21.5 Review Cycle 

This policy is a living document. It shall be reviewed on or before three years, or if 

necessitated by significant technological or regulatory changes.          
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22 ICT CHANGE MANAGEMENT POLICY 
 

22.1 Introduction 

ICT infrastructure is critical to the effective operation of PU. The University strives to 

continually maintain and improve this vital resource. However, as infrastructure 

continues to grow, it becomes more and more complex. As interdependencies between 

systems and people continue to grow, it is worth noting that the most well-intentioned 

change can cause unexpected hardship to users of technology if the implications of the 

change are not mapped out in advance. 

 

22.2 Objectives 

The purpose of the Change Management Policy is to manage changes in a rational and 

predictable manner so that staff can plan accordingly. Changes require serious 

forethought, careful monitoring, and follow-up evaluation to reduce negative impact to 

the user community and to increase the value of vital ICT infrastructure. The purpose 

of this Policy is not to frustrate changes or to question the rationale of changes. The 

goal is to make sure that changes have their intended impact while avoiding unintended 

consequences. 

 

22.3 Policy Statement 
 

22.3.1 Changes to the IT infrastructure 

Changes to the IT infrastructure can be necessary for many reasons, ranging from the 

need to fix a hardware problem to the need to update software. The following is a non-

exhaustive list of change sources: 

i. Periodic maintenance 

ii. User requests 

iii. Hardware and/or software upgrades 

iv. Acquisition of new hardware and/or software 

v. Other changes or modifications to the infrastructure 

vi. Environment changes (such as changes to the electrical system)  

vii. Operations scheme schedule changes. 

 

22.3.2 Change Management Committee 

The ICT Committee will constitute a Change Management Committee  (CMC) on 

need basis comprising ICT experts and other stakeholders in PU. The CMC will 

receive all requests for change. Requests for changes must be made through the 

change request form (PU/ICT/FORM/012). 

The CMC will have the following terms of reference. 

i. They will meet on need basis to review all requests for change with the 

requestors 

ii. They will be responsible for mapping out the potential impact of the change of 

various 

iii. stakeholders 

iv. They will be responsible for communication with all stakeholders' critical 

information 

v. about how a given change will impact their work 

vi. They will establish the urgency and potential impact of a proposed change. High 

impact 



92 | P a g e  
 

vii. changes, for example, might require downtime outside of regular maintenance 

cycles 

viii. For changes to critical hardware and software systems, the group will establish 

testing and approval critical in advance of making the change to the IT 

infrastructure. 

ix. The group will be accountable for all changes. The group will maintain a change 

log that documents all requests for change, plans and scheduling for the change, 

and outcomes. 

 

22.3.3 Change Management Process 

The change management process will include the following steps. Each of these steps 

must be completed for every change. 

i. Requestor fills out change management form: The form includes space for 

detailed description of the proposed change, the systems involved, the business 

units impacted, and the location impacted. The requestor also makes an initial 

estimation of the urgency and potential risk of the change, how much 

implementing the change will cost, and how much downtime the change may 

require. 

ii. The CMC review and approves the change: At its regular meeting the change 

management group will review the request for change. The group will evaluate 

the requestor's proposal in light of their knowledge of PU technologies, business 

processes, and interdependencies. They may adjust some of the estimates. 

iii. The CMC may send the request back to the requestor for further detail and 

study, if needed: Reasons for sending a request back can include the following: 

a) Inadequate planning 

b) Inadequate fall-back plans (in case change fails) 

c) The timing of the change will negatively impact a key business process, 

such as year-end accounting 

d) Adequate resources are not readily available for the project 

e) Staff is not available to make the change in the time specified. 

 

i. The CMC shall assign responsibility for making the change: If the request is 

approved, the change management group will assign responsibility for making 

the change to qualified personnel. They will establish specifications and testing 

requirements depending on the nature of the change. 

ii. The CMC will communicate with stakeholders: The change management group 

will make sure that all stakeholders are aware of the nature and potential impact 

of the proposed change. For change requiring downtime outside of regular 

maintenance cycles the committee will also get feedback from stakeholders on 

appropriate scheduling downtime.  

iii. The CMC will track progress on the proposed changes and have final approval: 

Personnel tasked with working on the change will report back to the group 

regarding progress on planning and testing. When the proposed change has been 

tested, and appropriate fallback has been planned in case of a problem, the group 

will approve the changes. They will schedule the change — if it requires time 

outside of regular maintenance cycles — and will communicate with 

stakeholders.  

iv. The CMC will perform a follow-up on all changes: At their regular change 

management meetings, the change management committee will perform post-

mortems on all changes. Successful changes, as well as reasons why a change 
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did not go through as planned, and lessons learned from the experience will be 

included in the change log. 
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23. STATEMENT OF ENFORCEMENT OF POLICIES 

a) The ICT Manager, in liaison with the University Management, shall be 

responsible for enforcing these policies and where necessary shall take 

appropriate remedial measures. 

b) The ICT Manager shall monitor the implementation of this policy. 

c) Violation of policies in this handbook shall be addressed by appropriate 

University and national legal mechanisms 

 

23.1 Consequences of Breach 

Breach of this handbook shall be dealt with in accordance with the Pwani University 

Code of Conduct for Staff, Pwani University Code of Conduct for Students and other 

relevant University, National laws and policies, which may lead to disciplinary action 

or other relevant sanctions.  
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24. APPENDICES 

 

Appendix I: System Access Request Form 
 

 

 

 

SYSTEM ACCESS REQUEST FORM 

Date: ______________ 

 

Access required to System/Application 

New User  Existing User    Deletion of User 

Surname: __________________Other Names: __________________ 

PF No. /ID No…………………. Job Title: __________________________ 

Department/School: ____________________________ 

Extension/Mobile phone number: _________________ Email: ____________ 

Access required to function (s): 

______________________________________________________________ 

I acknowledge that: 

a) My Password will at all times remain confidential to me 

b) I will take all necessary precautions to ensure that no unauthorized persons can 

gain access to my password 

Failure to adhere to the above mentioned or carelessness on my part leading 

to my password being used to gain an authorized entry to the above system 

will be viewed as a serious breach of trust and will result in severe 

disciplinary action. 

 

Signature _______________________________ 

  

   

I confirm that the request required is in accordance with the user’s job 

description. 

Names__________________Date_________________Signature__________ 

DVC AFP/ DVC ASA 

Signature: _____________________Date__________________ 

 

Authorizing Manager/Head   

Names______________Date___________________Signature____________

  

 

USERS DETAILS 

AUTHORIZING MANAGER/ HEAD 

PU/ICT/FORM/ICT/09 

01/00 
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Appendix II: Standard of Procedures for Creation, Modification and Deletion 

of User Accounts 
 

 

 

 

STANDARD OPERATING PROCEDURE FOR 

CREATION, MODIFICATION AND DELETION OF 

USER ACCOUNTS  

SOP No. Prepared 

by 

Reviewed  Approved 

by 

PU/ICT/SOP/04  ICT 

Committee 

Management 

Board 

Chair of 

Council 

 

Introduction 

The purpose of this procedure is to guide the university on the standards to be 

implemented when creating, modifying and deleting of user accounts. This is critical in 

protection of sensitive data and minimizing risks of unauthorized access to university 

systems. 

 

Scope 

The procedure applies only to user accounts within Pwani University domain 

 

1.0 Creation of User Accounts 

1.1 Procedures and responsibilities 

Procedure Responsibility Timeline 

Drafting an official letter to 

DVC-AFP requesting that a 

user be created on the ERP 

and their specific roles and 

duties. 

Head of Department 2 Hours  

Approval of Request & 

Sending Communication to 

ICT Manager 

Deputy Vice Chancellor- 

Administration Finance & 

Planning 

1 Day 

Directing Systems 

Administrator to create the 

user and assign them the 

relevant roles and rights as 

per their job description. 

ICT Manager 15 Minutes 
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1.2 Process Map: Creation of User Accounts 

 

 

 

 

 

 

 

 

 

2.0 Deletion of User Accounts 

2.1 Procedures and responsibilities 

Procedure Responsibility Timeline 

Notifying the DVC-AFP in 

writing in case a user no 

longer needs access to Pwani 

University systems. 

Head of Department 1 Day 

Approval of Request & 

Sending Communication to 

ICT Manager 

Deputy Vice Chancellor- 

Administration Finance & 

Planning 

1 Day 

Directing Systems 

Administrator to delete the 

user account 

ICT Manager 30 Minutes 

Deleting the user from the 

system 

Systems Administrator 30 Minutes 

 

2.2 Process Map: Deletion of User Accounts 
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system 
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3.0 Modification of User Accounts 

3.1 Procedures and responsibilities 

Procedure Responsibility Timeline 

Raising a request for 

modifying the user account 

through the office of the 

DVC-AFP. 

Head of Department 1 Day 

Approval of Request & 

Sending Communication to 

ICT Manager 

Deputy Vice Chancellor- 

Administration Finance & 

Planning 

1 Day 

Directing Systems 

Administrator to modify the 

user account 

ICT Manager 30 Minutes 

Modifying the user account 

rights in the system 

Systems Administrator 30 Minutes 

 

3.2 Process Map: Modification of User Accounts 
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Appendix III: Standard of Procedures for E-Records Management 

 

 

 

STANDARD OPERATING PROCEDURE FOR E-

RECORDS MANAGEMENT 

SOP No. Prepared by Reviewed  Approved 

by 

PU/ICT/SOP/02 ICT 

Committee 

Management 

Board 

 

Chair of 

Senate 

 

1.0 Introduction 

The purpose of this procedure is to guide employees and supervisors on the standards 

to be implemented when managing e-records 

 

2.0 Scope 

The procedure applies only to e-records management 

 

3.0 Procedures and responsibilities 

Procedure Responsibility Timelines 

Adoption of a 

records 

management 

system 

Head of Section 1 Hour 

Creation of Records Administrative Assistant/Secretary 1 Hour 

Classification of the 

Records 

Administrative Assistant/Secretary 1 Hour 

Secure storage of 

Records 

Administrative Assistant 

/Secretary 

2 Hours 

Preservation of 

Records 

Administrative Assistant 

/Secretary 

2 Hours 

Developing a 

Retention Schedule  

Administrative Assistant 

/Secretary 

2 Hours 
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4.0 Process Map 
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Appendix IV: Standard Operating Procedure for Information Systems Incident 

Management 

 

 

 

STANDARD OPERATING PROCEDURE FOR 

INFORMATION SYSTEMS INCIDENT MANAGEMENT 

SOP No. Prepared by Reviewed 

by  

Approved 

by 

PU/ICT/SOP/06 ICT 

Committee 

Manageme

nt Board 

Chair of 

Council 

1.0 Introduction 

The purpose of this procedure is to guide employees and supervisors on the standards 

to be implemented on Information Systems Incident Management. 

 

2.0 Scope 

The procedure applies only to Information Systems Incident Management 

 

2.1 Procedure and responsibilities 

Procedure Responsibility Timeline 

Reporting promptly to the IT 

Service Desk on occurrence 

of an incident 

PU staff 30 Minutes 

Assessing the severity of the 

incident   

Systems 

Administrator/ICT 

Technicians 

Varies 

Recording key information 

about serious incidents, 

including the impact of the 

incident  

Systems 

Administrator/ 

ICT Technicians 

30 Minutes 

Analyzing a risk in order to 

assess the effectiveness of 

information security controls 

Identifying a new risk as a 

result of an incident 

Systems 

Administrator/ 

ICT Technicians 

1 Day 

Mitigating a risk promptly in 

accordance with the 

University’s Incident 

management processes. 

Systems 

Administrator / 

ICT Technicians 

Varies 

Reporting serious incidents to 

the appropriate external 

authorities where relevant  

Authorized 

Individuals 

2 Hours 
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2.2 Process Map 
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Appendix V: Retention of Back up Timeline 
 

Records Retention Period 

Accounting Records (e.g. Purchase orders, 

invoices 

Current financial year plus six 

years 

Payroll Records 

Current financial year plus six 

years 

Insurance Records 

Current financial year plus six 

years 

Financial Statements Retained indefinitely 

Approved budgets Retained indefinitely 

Accounts payable vouchers 6 years 

Claim / imprest  10 years 

Fee schedules 5 years 

Income tax returns Retained indefinitely 

Banking records like deposits & withdrawals, 

bank statement 5 years 

Grants from Central and County Government 6 years 

Sales 2 years after the date of last entry 

Student Medical records 6 years post-graduation 

Daily transaction of Medical records 6 years 

Procurement Data 6 years 

Students (Admission, Registration, 

Enrollment and Withdrawal) 2+ years after graduation 
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Appendix VI Standard Operating Procedure for Back-Up Retention 
 

 

 

STANDARD OPERATING PROCEDURE FOR 

BACK-UP RETENTION 

SOP No. Prepared 

by 

Reviewed 

by 

Approved 

by 

PU/ICT/SOP/03 ICT 

Committee 

Management 

Board 

Chair of 

Council 

1.0 Introduction 

The purpose of this procedure is to guide employees on the standards to be implemented 

when retaining backups. 

 

2.0 Scope 

The procedure applies only to retention of backups. 

 

3.0 Procedures and responsibilities 

Procedure Responsibility Timeline 

Creation of back up Systems Administrator 24 Hours 

Classification and 

recording of backup 

files  

Systems Administrator 24 Hours 

Safe custody of 

backup data 

Systems Administrator 24 Hours 

Deletion of 

grandfather data 

after one year 

Systems Administrator 12 Months 

Re-use of storage 

Media 

Systems Administrator 12 Months 
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4.0 Process Map 
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Appendix VII  ICT Service Charter 

 

Information and Communication Technology Department  
 

SERVICE CHARTER 
 

N

O SERVICE REQUIREMENT CHARGE TIMELINE 

   (KSHS)  
1
. General User Support 

Receipt of a filled 
online  Free 

Between 10 to 60 
minutes 

  service request ticket   
2
. 

Corporate E-mail 
Address Receipt of a filled E- Free 10 minutes 

  mail request form   
3
. Password Reset Receipt of a filled Free 5 minutes 

  

Password request 

form   

4
. 

Multimedia (video, 

camera Receipt of a filled Free 
2 working days on 
receipt 

 

and public address 

system) 

Multimedia 

request  of approval 

  form   
5
. Graphics design Receipt of a filled Free 

2 working days on 
receipt 

  

Graphic 

design 

request  of approval 

  form   
6
. Networking Support 

Receipt of a filled 
online  Free 

Between 10 to 60 
minutes 

  

service request ticket 

for network support   
7
. Navision User Support 

Receipt of a filled 
online  Free 

Between 10 to 60 
minutes 

  

service request ticket 

for Navision support   
8
. Staff portal support 

Receipt of a filled 
online  Free 10 minutes 

  

service request ticket 

for staff portal 

support   
9
. Students’ portal support Upon request Free 5 minutes 
1
0
. WIFI settings 

Upon 
request Free 5 minutes  
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Appendix VIII: Bring Your Own Device (BYOD) Compliance Checklist 

 

 

Information and 

Communication Technology Department 

 

BRING YOUR OWN DEVICE (BYOD) COMPLIANCE CHECKLIST 

 

User:  PF/Stud 

No: 

 

PU E-mail:  Model:  

Office No:  Serial No:  

Technician:  Date:  

 

SNO TASK DESCRIPTION OK REMARKS 

1.  Software Check if operating system is genuine   

Check if operating system is up to 

date 

  

Check if Office Suite is genuine   

Check if Office Suite is up to date   

Adobe Reader latest version installed 

and up to date 

  

Internet browsers, latest installed and 

up to date (Internet Explorer, 

Mozilla, Chrome) 

  

     

2.  Network Settings Verify the following;   

TCP/IP settings   

Security Settings   

Computer Name   

     

3.  Browser/Proxy 

Settings 

Verify proper settings and operation   

     

4.  Viruses and 

malware 

Anti-virus installed   

Anti-virus up to date   

Virus scan done   

 

By signing this form, the user agrees to comply with the Pwani 

University ICT Handbook (PU/DVCASA/MAN/01) of 2020      

 

User Name:  Signature:    Date:    

 

Technician Name:  Signature:   Date:    

 

Approved by:                                  

Name             Signature   Date 

 

PU/ICT/FORM/011 
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Appendix IX: Pwani University ERP System Change Request (CR) Form   
 

 

Field Details (To be filled by Requestor) 

Submission Date  

Requestor Name  

Department/Faculty  

Contact Email/Phone  

Priority Level 
Select One: ( ) Low ( ) Medium ( ) High ( ) 

Urgent/Emergency 

Target Implementation 

Date 
 

 

1. Change Summary and Scope 

1.1. Title of Change 

(A concise, descriptive title, e.g., "Add 'Semester GPA' field to Student Transcript 

Module") 

 

1.2. Description of the Proposed Change 

(Clearly explain what needs to be done. Be specific about new features, 

modifications, or fixes.) [Enter Detailed Description Here] 

 

1.3. ERP Modules Affected 

(List all modules or sub-systems that will be touched by this change.) 

( ) Student Information Module 

( ) Finance/Accounting Module 

( ) Human Resources/Payroll Module 

( ) Admissions Module 

( ) Examination/Grading Module 

( ) Other: [Specify] 

 

1.4. Current System Component(s) 

(Identify the specific forms, reports, fields, or processes currently being used that will 

be modified or replaced.) [Describe Current Components] 

 

2. Business Justification and Benefits 

2.1. Problem Statement / Justification 

(Explain why this change is necessary. What is the current pain point or inefficiency?) 

[Enter Problem Statement / Justification] 

 

2.2. Expected Business Benefits 

(Quantify the benefits if possible, e.g., "Saves 10 hours of manual work per month," 

or "Ensures compliance with new regulations.") 

 

PU/ICT/FORM/012 
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2.3. Impact of NOT Implementing the Change 

 (What are the risks or consequences if this change is rejected or delayed?)[Describe 

Consequences] 

 

3. Impact Analysis 

3.1. Users Affected 

(Who will use this new functionality or be impacted by the modification?) 

User Group 
Number of 

Users 

Type of Impact 

(Positive/Negative/Training Required) 

Students   

Faculty/Lecturers   

Administrative Staff (Specify 

Dept: [ ]) 
  

External Stakeholders (e.g., 

Banks, Government) 
  

 

3.2. Data Impact 

(Does this change require new data fields, migration, or modification of existing data 

structures?) 

( ) Yes ( ) No 

If yes, describe: [Describe Data Impact] 

 

3.3. Dependencies 

(Does this change rely on another system update or a non-ERP process change?)[List 

Dependencies] 

 

4. Technical Details and Implementation Plan (ICT Team Input Required) 

4.1. Implementation Steps (Brief Outline) 

(Outline the high-level steps required to implement the change in the 

development/staging environment.) 

 

4.2. Testing Plan 

(How will the ICT team and the requestor/user group verify the change is successful?) 

Test Cases: [List key scenarios to test, e.g., "Successful student enrollment with new 

fee structure."] 

 

Sign-off Required By: [List names/roles for user acceptance testing (UAT).] 

 

4.3. Backout / Rollback Plan 

(What is the plan to revert the system to its previous state if the change fails during 

implementation or testing?) [Describe Rollback Strategy, e.g., database snapshot 

restores, code deployment rollback.] 
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Authorization Workflow 

5.1. Requestor/Department Head Approval 

Name Title Signature Date 

    

 

5.2.  ICT Manager Review 

Outcome 
( ) Approved ( ) Rejected ( ) Deferred ( ) Requires More 

Info  

Reason / 

Conditions 
[Enter CAB Decision Notes]  

Reviewer Name   

Signature  

Date   

 

5.3. Final Implementation & Verification (Post-Deployment) 

Field Details 

Actual Implementation 

Date  

 

Implementation Success?  ( ) Yes ( ) No 

Verification Sign-off 

(Requestor)  

 

Closure Notes 
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Appendix X: Data Backup Verification Form         

 

          

 

 

Date of 

Backup 

Backup 

ID / 

Media 

Label 

Backup 

Type 

(Full/Incr.) 

Storage 

Location 

Restoration 

Audit Date 

Restore 

Status 

(Pass/Fail) 

Findings / 

Data 

Accuracy 

Report 

Auditor 

Signature 

        

        

        

        

        
 

 

 

 

 

 

  

PU/ICT/FORM/013 
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Appendix X: Distribution List 
 

SNo. 
Division/School/Department/Section 

Name 

Approved 

code 

Date Sign 

1.  Vice Chancellor VC   

2.  

Deputy Vice Chancellor 

(Administration, Finance and 

Planning) 

DVCAFP 

  

3.  
Deputy Vice Chancellor (Academic 

and Student Affairs) 
DVCASA 

  

4.  
Deputy Vice Chancellor (Research 

and Extension) 
DVCRE 

  

5.  Directorate of Quality Assurance DQA   

6.  
Registrar (Administration, Finance 

and Planning) 
RAFP 

  

7.  
Registrar (Academic and Student 

Affairs) 
RASA 

  

8.  Registrar (Research and Extension) RRE   

9.  Deputy Registrar (Central Services) DRCS   

10.  
Deputy Registrar (Academic 

Programmes and Examinations) 
DRAE 

  

11.  Dean of Students DOS   

12.  Admissions ADMS   

13.  Finance  FIN   

14.  Legal and Council Affairs LCA   

15.  University Library LIB   

16.  Human Resources HR   

17.  
Information Communication & 

Technology 
ICT 

  

18.  Procurement and Stores PROC   

19.  Accommodation Services ACS   

20.  Student Catering Unit SCU   

21.  Estates EST   

22.  Registry REG   

23.  Security Services SEC   

24.  Health Unit HU   

25.  Farm FARM   

26.  Internal Audit IA   

27.  AIDS Control Unit ACU   

28.  Guest House GH   

29.  Red Buffalo RB   

30.  School of Graduate Studies (Dean) SGS   
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SNo. 
Division/School/Department/Section 

Name 

Approved 

code 

Date Sign 

31.  Ethics Review Committee ERC   

32.  
School of Agricultural Science and 

Agribusiness (Dean) 
SASA 

  

33.  Department of Animal Science DAS   

34.  Department of Crop Sciences DCS   

35.  School of Business (Dean) SBE   

36.  Department of Business & Economics DBE   

37.  
Department of Hospitality & Tourism 

Management 
HTM 

  

38.  
School of Environmental and Earth 

Sciences (Dean) 
SEES 

  

39.  
Department of Environmental and 

Earth Sciences 
DEES 

  

40.  
Department of Environmental 

Sciences (Community Development) 
DCD 

  

41.  School of Education (Dean) SED   

42.  
Department of Curriculum Instruction 

and Education Technology 
CIET 

  

43.  
Department of Educational 

Psychology, and Special Needs 

Education 

EPS 

  

44.  
Department of Educational 

Foundations 
EFN 

  

45.  
Department of Educational 

Administration, Economics and 

Planning 

EAEP 

  

46.  
School of Humanities and Social 

Sciences (Dean) 
SHSS 

  

47.  Department of Social Sciences SS   

48.  
Department of Languages, Linguistics 

& Literature 
LLL 

  

49.  
Department of Philosophy & 

Religious Studies 
PRS 

  

50.  
School of Pure and Applied 

Sciences (Dean)  
SPAS 

  

51.  Department of Biological Sciences  DBS   

52.  Department of Chemistry DCH   

53.  
Department of Biochemistry and 

Biotechnology 
DBB 

  

54.  Department of Physics DP   

55.  
Department of Mathematics and 

Computer Science 
DMC 

  

56.  Science Laboratories SL   
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SNo. 
Division/School/Department/Section 

Name 

Approved 

code 

Date Sign 

57.  
School of Health and Human 

Sciences 
SHHS 

  

58.  
Department of Anatomy and 

Physiology 
DAP 

  

59.  Department of Public Health DPH   

60.  
Department of Food, Nutrition and 

Dietetics 
FND 

  

61.  Department of Nursing NUR   

62.  Board of Undergraduate Studies BUS   

63.  Board of Graduate Studies BGS   

64.  Board of Quality Assurance BQA   

65.  
Technical and Vocational Education 

and Training  
TVET 

  

66.  Knowledge Management System KMS   

 

 

 

 


